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SNOVA 2

Changelog (Round 2 — Round 3)

In the following, we describe the changes between the Round 2 submission of SNOVA dated January
25, 2025, and the Round 3 submission, along with brief explanations of the motivations behind the
changes.

Additional Submitters

We add two new members to our team: Hao Guo and Peigen Li.

Reformulation of the SNOVA Public Map

We reformulated the SNOVA scheme in Round 3 submission, a decision driven by the cryptanalysis
occurred in the Round 2 evaluation. This reformulation leads to the following:

- We extend the signature to accommodate rectangular matrices. Therefore, the Round 3
SNOVA scheme is characterized by seven parameters: (v,0,q,1,7,my,ms).

- We introduce specifications for base fields of odd prime order.

The reformulation provides greater flexibility in parameter selection while also offering advantages
in security. We would like to point out that the Round 3 SNOVA scheme is backwards compatible
with Round 2 version. The Round 3 submission can reproduce the Round 2 KAT files by using an
appropriate set of parameters.

Changed and Added Parameters

Update parameter sets:

- New parameter sets using the Round 3 possibilities of rectangular signatures and the param-
eter sets with odd prime q.

- Use a fixed set of ABQ matrices for all parameter sets. They are now parameter dependent
scheme constants.

- Introduce the value of v in the description of SNOVA scheme using matrix equations.

- We have removed the “Expanded Secret Key” option, we only offer “Seeded Secret Keys”.

Other Changes
- We have made editorial changes to the specification.
- We update the algorithm specifications to reflect the expanded parameter space.

We update the section of analysis of known attacks.

We use the hash of the public key during signing and verification instead of only its seed.

- We simplified the generation of the T'2 matrix as well as the AB(Q matrices.
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1 Algorithm Specification (2.B.1)

In this supporting document, we present a detailed specification of multivariate signature scheme
SNOVA: Simple Noncommutative unbalanced Oil and Vinegar scheme with randomness Alignment.
In the following sections, we adapt and modify the paragraphs from the Round 2 supporting docu-
ment [56], the original SNOVA paper proposed by Wang et al. [57] and the reformulation proposd
by Ding et al. [17].

1.1 Introduction

SNOVA is a variant of the Unbalanced Oil and Vinegar (UOV) signature scheme [30] designed to
operate over noncommutative rings for enhanced efliciency and reduced public key size. While tra-
ditional UOV schemes suffer from excessively large public keys, SNOVA addresses this by utilizing
a key-randomness alignment technique that successfully adapts to noncommutative rings without
being negatively affected by their noncommutativity.

In response to cryptanalysis during the Round 1 and Round 2 evaluations, the SNOVA scheme
has been reformulated for the Round 3 submission to provide a more flexible framework. Recent
research shows that SNOVA can be characterized as applying a whipping transformation, similar
to that of MAYO, to a structured UOV public key utilizing the F,[S] structure. Because the ring
[Fo[S] is isomorphic to the extension field F,:, this design is comparable to the polynomial matrix
technique utilized in QR-UOV.

The Round 3 reformulation extends the signature to accommodate rectangular matrices, yielding
a scheme defined by seven parameters: (v,0,q,l,r,my, ms). This allows the whipping dimension
r to be an independent parameter distinct from ', and the number of equations ms to be chosen
independently from the number of public key matrices m;. Additionally, SNOVA now introduces
specifications for base fields of odd prime order to address recent cryptanalysis on the UOV family.
This reformulation offers advantages in security and much greater flexibility in parameter selection,
while remaining fully backward compatible with the Round 2 version.

1.2 Preliminaries
1.2.1 Notations and Conventions

The notation conventions and symbols with fixed meanings used throughout this document are
provided in Table 1.

I This aligns with Beullens’ observation in [9] that the whipping dimension 7 need not be chosen equal to .
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Table 1. The table of symbols fixed with specific meaning in this document.

Symbol Description

F, the finite field of order ¢
Fg the space of c-dimensional column vectors over [,
Fg=e the set of matrices of size r x ¢ with entries in F,
[c] the set {1,...,¢c}
R =TFx! the set of [ x [ matrices over I,
SeR the symmetric matrix with irreducible characteristic polynomial
F,[9] the set {aol +a1S+ - -+ a_1571: ag,...,ai-1 € F,}
® the Kronecker tensor product

7:Fu —TFu  the Frobenius map defined by z — 24

Qen the block-diagonal matrix with n copies of matrix @ along the diagonal, I,, ® @
v the number of vinegar variables
0 the number of oil variables
q the order of the underlying finite field
the size of the matrix ring
r the dimension of the whipping transformation
mq the number of public key matrices
mo the number of equations

n=v+o0  the number of (ring) variables

v the number of terms in the description via matrix equations

MQ(N,M,q) complexity of a homogeneous MQ system of M equations in N variables over F,

9(q) 9(q) = 2(log, q)* + log, g, the fgates required for one F, multiplication

1.2.2 Basic Notions

MQ problem. Let F, be a finite field of order ¢q. Given M quadratic polynomials P(x) =
(p1(x),...,pm(x)) in N variables x = (z1,...,2n), the (homogeneous) Multivariate Quadratic
(MQ) problem is to find a vector u € FY such that P(u) = (pi(u),...,py(u)) = 0. This problem
is known to be NP-hard when N ~ M [25]. Note that it is generically expected to be exponentially
hard in the case N ~ M and it can be solved in polynomial time for M > N(NT'H) or N> M(M+1)
[19].

In this supporting document, we use MQ(N, M, q) to denote the complexity of solving such an MQ
problem. There are several algorithms to solve a multivariate quadratic system of M equations in
N variables over finite fields such as F [20], F5 [21] and XL variants [15].

Polar forms. For a homogeneous multivariate quadratic map P(x) = (p1(x),...,pu(x)) : FY —
Fg/f , the polar form of P is defined to be the map

P'(x,y) = (1 (x,¥), . P (x,¥)) : FY x B — Fy'
where for each ¢ € {1,..., M}, the polar form of p;(x) is defined by

pi(x,y) = pi(x+y) — pi(x) — pi(y).
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Note that each p;(x,y) is symmetric and bilinear. If we write the quadratic map into the quadratic
form p;(x) = x - P; - x where P; denotes the matrix representation of p; then the matrix repre-
sentation of pl(x,y) is P; + P,.

1.2.3 NIST Security Level

In the new call for additional digital signature scheme project [40], NIST suggested several security
levels for post-quantum cryptosystem design. Herein, we focus on levels I, III, and V. The NIST
security levels I, III and V require that a classical attacker needs 23, 2297 and 2272 classical gates
to break the scheme, and 26!, 2125 and 2'89 quantum gates for a quantum attacker, respectively.

The number of gates required for an attack against a digital signature scheme can be computed by
fgates = ffield multiplication - (2 - (logy ¢)? + log, q)

with the assumption that one field multiplication in the field F, needs about (log, ¢)? bit multi-
plications and same for bit additions, and for each field multiplication in the computation, it also
needs an addition of field elements, each takes log, ¢ bit additions. For the sake of the convenience
on the notation, we define g(x) = (2 - (logy )2 + log, ).

Table 2. NIST Security Level.

Security Level (SL) Classical gates Quantum gates
I 143 61
111 207 125
A% 272 189

1.2.4 Unbalanced Oil and Vinegar Signature (UOV) Scheme

The Unbalanced Oil and Vinegar (UOV) signature scheme [30] signature scheme is a slight mod-
ification of the Oil and Vinegar (OV) [42] signature scheme, proposed by Patarin in 1997. This
scheme is based on a trapdoor map F which is easily inverted and it also can resist the KS attack
[31] on OV scheme. A (v,0,q,m) UOV signature scheme with v > o is defined with a tuple of
positive integers so that the number of variables n = v + o, the number of equations m = o, and
over F,.

Central map. The central map of the UOV scheme is F = (f1,..., fi) : Fy — Fy* where each

fi is of the form
v n
fix) =) aipaja.
j=1k=j
The coefficients a; j;’s are chosen randomly from F,. Note that each f; is a homogeneous quadratic

polynomials in n variables which has no terms z;z; for v+ 1 < j,k < n over F,. The variables
Z1,...,%, are called the vinegar variables and x,41,...,x, are called the oil variables.

Secret key and public key. The secret key of UOV is the pair (F,7) where 7 : Fy — [} is an
invertible linear map which is randomly chosen. The public map is P = Fo T : Fy — F;*. The
quadratic form of p;(u) is p;(u) = u' P;u where u = (uy,...,u,) . Note that P, = TT - F, - T,
where 1 < i < m, are the public key matrices and T denotes the matrix representation of 7T .

Signature. Let msg be the message to be signed. To generate a signature for the hash value
y = Hash(msg), we compute the signature u as follows. First, we randomly assign values to the
vinegar variables 1, ..., x, in the system F(x) = y. The resulting system then becomes a linear
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system in the oil variables 1, ..., z, which can be solved with high probability. If the system has
no solution, then we reassign the values x4, ..., x, randomly. Finally, the signature is computed
asu =T 1(x).

Verification. If P(u) = Hash(msg), the signature is accepted, otherwise rejected.

Oil space, O. The special structure of F in the UOV scheme indicates that F vanishes on the
linear space O = {x = (21,...,2,)" € F? : 21 = --- =, = 0}. The space O is called the oil
space of central map F. And the oil space of public map P will be the space 7~(O).

1.3 Parameter Space of the SNOVA Scheme

The parameter set of a SNOVA scheme is described by a tuple (v,o0,q,l,7,m1, ms) of positive
integers.

- v, the number of vinegar variables over the [ X [ matrix ring FfIXl.

- o0, the number of oil variables over the I x [ matrix ring FéXl. Note that the SNOVA scheme
requires v > o.

- ¢, the order of the underlying finite field F,,.

- 1, the size of the matrix ring IFéXl and the size of symmetric matrix S € IFf]Xl whose charac-
teristic polynomial is irreducible over [F,.

- r, the width of the matrices of the signature, which is also the dimension of the whipping
transformation.

- mq, the number of public key matrices over Fflnxm. The public key matrices of SNOVA
scheme are Pq,...,P,,, € IFfI"Xl".

- Mg, the number of equations in the public map P*(U) of SNOVA.

- v, the number of terms in the description via matrix equations (1.3). The current proposal
incorporates the matrix equation description (1.3) with v = Ir 4 2r.

The number of ring variables in both the central map F and the public map P* isn =v + o.

1.4 Design Rationale

We believe that multivariate signature schemes are useful in practice due to their compact signature
sizes and efficient signature verification. However, the problem of suffering large public key size
makes their application less practical. Therefore, we aim to design a multivariate signature scheme
over noncommutative rings while addressing the issue of large public key sizes.

Due to its simplicity, UOV scheme [30] is an ideal test ground of these ideas. Although the
idea of using noncommutative rings applies to general noncommutative rings, we decide to start
from the matrix ring. It would be not wise to simply generalize UOV over finite fields to over
noncommutative rings. Therefore, we adopt several techniques in our design.

SNOVA is a variant of the UOV scheme [30] that introduces additional matrix ring structure to
minimize public-key size while preserving the performance. SNOVA is originally designed using
concepts from non-commutative rings. The recent result [9] also shows that SNOVA can alterna-
tively be characterized as applying a whipping transformation, which similar to that of MAYO
[10], to a structured UOV public key that utilizing the Fy[S] structure. Note that the F,[S] sub-
ring is isomorphic to the extension field F. It is worth noting that this structure is similar to
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the polynomial matrix technique in the QR-UOV [23]. Consequently, each public-key implicitly
represents a family of 12 corresponding to UOV polynomials linked by block-wise multiplication by
the matrix (S*)®" on the left hand side and (Sb)®n on the right hand side.

In the Round 1 and Round 2 evaluations, several attacks were proposed [27, 33, 9, 14, 55, 51, 36,
24, 47, 13, 52, 22, 18, 28]. We are very grateful for these analyses. On the other hand, in light of
recent developments [17, 34], we observe that the core design of SNOVA and other multivariate
signature schemes are closely related. Furthermore, we find that this core design of SNOVA can
be expressed in three distinct languages: the ring equation, the whipping transformation and the
tensor language.

The Round 3 SNOVA yields a more flexible framework that enables greater flexibility in parameter
selection. In addition, the connections between SNOVA and other multivariate schemes become
much clearer. The new framework allows us to enhance security through optimized parameter
choices. Additionally, we provide a more comprehensive analysis in this supporting document.
Based on the advantages of SNOVA, we believe that SNOVA is both highly competitive and
practical.

1.5 SNOVA Signature Scheme

In this section, we present a detailed description of the SNOVA signature scheme.

1.5.1 Description

Let v,0,q,1,7,m1, m2 be positive integers with v > o and let IF, be a field of order g. Let n =v+o0
denotes the number of ring variables. A (v, o0,¢,l, 7, m1, ma) SNOVA scheme is described as follows.

Subring F,[S] and elements in F,[S]. First, we define the subring F,[S] of the matrix ring
Féxz Let S be a | x [ symmetric matrix with an irreducible characteristic polynomial. The subring
Fo[S] of FL! is defined as

Fy[S] = {aol + a1 S+ -+ @157 | ag,as,...,a1_1 € Fy}.

Since the characteristic polynomial of S is irreducible, F,[S] is isomorphic to the extension field
F,i. Thus, the elements in Fy[S] are symmetric and they all commute. It is worth noting that
such matrix S is guaranteed to exist. For explicit constructions, we refer the reader to [7] and [32]
for the even- and odd-characteristic cases, respectively. The selections of the matrix S of Round 3
SNOVA are specified in Section 1.7.

Secret key. The secret key consists of

- random matrices Fy,..., F,,, € IFfI"Xl", for each i € {1,...,m1}, F; is of the form
F!! F12
ri=ph g

where F}! € Flvxiv F12 ¢ Floxio and F21 ¢ Floxlv,

- invertible matrix T € (IF,[S])"*", more specifically, T is of the form

Ill T12
T = |: 0 122:| ’

where T'? is a v x o matrix whose entries are [ x [ matrices sampled uniformly at random
from F,[S], I'! is a v x v identity matrix and I?? is a o X o identity matrix. Note that the
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corresponding matrix T~! is of the form

B It 2

Note that we can use the secret key seed Sgecret to generate Fy,...,F,,, and T.

Public key. The public key consists of Py,...,P,,, € Iqu"Xl”. Note that we construct the public
key matrices by the congruence relation, i.e.,

P,=T'FWT,...,P,, =T'F,, T
A more detailed description of key generation algorithms is provided in the Section 1.8.1.

Bilinear map. Fori € {1,...,m;} and a,b € {0,...,1—1}, we define P; , := (S*)®"-P;-(S%)®".
Let B : Fi* x F* — FL'™ be the bilinear map defined by

Biap(u,v) = Bfa’b)(u,v),
where, for i € {1,...,m1} and (a,b) € {0,...,1 — 1},

Bi(a,b) . ]Fén ~ Fén N Fq, Bi(mb) (u,V) e uT . Pi,(l,b - V.

Public map. The public map P*(U) : ]F;l" — "2 of Round 3 SNOVA is defined by

r—1r—1

P*(U) = ZZFJJ‘JC -B(uj,uk). (11)

7=0 k=0

where u; € FJ" is the (j 4 1)-th column of U for j € {0,...,r —1} and for all j, k € {0,...,r — 1},
the matrices E;; € IE‘;"QXl2m1 are the matrices we used to scramble the entries of the bilinear
map B. When ms is chosen to be different from [?m;, the matrices E; ; become rectangular?. As
the result, the number of equations msy in the public map can be chosen independent from the
parameters [ and m;. In our implementation, the matrices E;, are parameter dependent scheme
constants generated from a fixed seed. For more details, we refer to Section 1.8.1.

Remark 1.1. In [34], Li et al. have shown that the whipping form and tensor are equivalent.
Therefore, one can also write the form (1.1) into the tensor form. Note that P*(U) can be regarded
as a quadratic map of mq equations in rin variables. By relabeling the index, for s € {1,...,ma},
the matrix corresponding to the s-th entry of P*(U) is

m
P! = Z S BT QP (1.2)

j=1 a,b

where s € {1,...,my}, B30t ¢ F7*" and rlo > msy. Note that the matrices E;x or E5:3:%% can

be generated from a seed. Note that E;j and E*9%? are just the rearrangement of each other.

Signature. Let msg be the message to be signed and Hash(msg) € [y be its hash value. We
compute the signature U € Fé”” step by step with the common Oil-Vinegar approach: First,
we assign values randomly to the vinegar variables. Second, we solve the resulting system in oil
variables, which is linear due to the Oil-Vinegar structure. Note that r, msy are the number of
columns of U and the number of equations in P*(U), respectively. The signature U is the preimage
of Hash(msg) € F7*? under the public map P*. It would be required that rlo > msy to ensure
that P* can efficiently find a preimage by utilizing the Oil-Vinegar structure. A more detailed
description of signing process is provided in the Section 1.8.2.

2 A similar idea can be found in the Appendix of [56] and [34].
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Verification. Let U € F."*" be the signature to be verified. If P*(U) = Hash(msg), then the
signature is accepted, otherwise rejected. A more detailed description of signing process is provided
in the Section 1.8.3.

Description via the matrix equations. On the other hand, we can still use matrix equations
to describe the general mapping®. In general, if we assume that A4; , € Ft*" and B; o € Fp*"™ for
some positive integers r; and ro, we can describe the public map P*(U) via the matrix equations.
That is, P* = (Pf,..., Py,) : Fil" = Frmr2 for i€ {1,...,m},

v—1
PrU)=> Aia-UT-Q7N Py -QPr, - U-B, € Fpm. (1.3)
a=0
where m is a positive integer, U = (Uy,...,Uy) € F"*" and i = (i + a) (mod my). In this case,

we require rlo > mriry = ms to ensure that P* can efficiently find a preimage by exploiting the
Oil-Vinegar structure. The detailed explanations of the equivalence between the matrix formu-
lation (1.3) and the whipping formulation (1.1) can be found in [9, 34, 17]. For our fixed set of
ABQ matrices, the matrix formulation and the whipping formulation are essentially equivalent.
It is worth noting that describing the scheme using matrix equations can lead to a more efficient
implementation. For more details, we refer to Section 1.8.

Relation to the other UOV variants. Recall that the public map (1.1) is defined by

r—1r—1

P*(U) = Z ZEj’k . B(U.j, uk).

§=0 k=0
where u; is the (j + 1)-th column of U for j € {0,...,r — 1} and for all j,k € {0,...,r — 1}, the

. 2
matrices Ejj € Fr2xtm,

- When [ = 1 and m; = mg = m, the public map P*(U) is equivalent to the public map of
Round 2 MAYO [10] with some different choices of E; .

- When ! =1, m; = my = m = o and r = 1, the public map P*(U) is equivalent to the public
map of UOV [11].

Obviously there are differences in the details, e.g. MAYO uses an upper triangular matrix and
MAYO also uses a different E;;, matrix and byte order. We have created a SageMath version that
recreates Round 2 KAT files for both MAYO and SNOVA. For those interested, this SageMath
implementation [50] can be used to find all similarities and differences between MAYO and SNOVA.

1.5.2 Key Generation

In this section, we describe the key generation processes of SNOVA.

Standard key generation process. For i € {1,...,m;}, the matrix P; is obtained by the
relation " "

P P

TTF.TZP:{Z ]

? ? le P122

For each i € {1,...,m1}, F1,...,Fp,, € FEZ”XZ", F; is of the form

F!! F2
Fi= [Fﬂ 0 }

3For some specific set of ABQ matrices {Ai 0y Bi,as Qi,a,1, Qi,a,2}, We can construct the corresponding Ej j
matrices by assembling the coefficients and the terms of the ABQ matrices, and vice versa [54].
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where F!! € FZ’XZ”,F}Q S Ff;’xz" and F?! € ]Ff;’X“’. Therefore, due to the congruence relation

P, = T'TF,T, we have the following relations
Pl =F!!
P12 _ F12 + F11T12
le _ F21 4 (T12)TF11
P?Q — (T12)TF111T12 4 (T12)TF112 4 F?lle.
Therefore, to generate the public key matrices Py, ..., P,,, we generate the matrices F1,...,F,,,

and T from the secret seed Sgecret at first and then compute the public key Py, ..., P,,, with the
formulas above.

Key generation with randomness alignment. The following are steps of key generation
process of SNOVA with key randomness alignment technique proposed by Albrecht Petzoldt [43].

First Step: Fix an [ x [ symmetric matrix S with irreducible characteristic polynomial. Generate
P}l, P%z and P?l for i € {1,...,m1} from public key seed spublic. Generate T from secret key
seed Ssecret -

Second Step: Compute the matrix FI1 F2 F21 P22 for i € {1,...,m;} as below. Inverting the
relation between F; and P; above, the following equations hold

Fll =plt
F,]L_.Q _ P,}2 o P}1T12
F21 _ P,?l _ (T12)TP}1'

In other words, we have
P?Q _ (T12)TF,}1T12 + (T12)TF}2 + F31T12
_ (T12)TP’}1T12 + (TIQ)T (P}Q _ P’}ITIQ) + (PEI _ (TIQ)TP}I) T12
_ (T12)T <P12 _ P11T12) + P21T12.

1.5.3 To Attain EUF-CMA Security

For practical considerations, we use a random binary vector, called salt in order to achieve Exis-
tential Unforgeability under Chosen Message Attack (EUF-CMA) Security [39, 48]. In addition,
to protect against malicious public key attacks, we include a hash of the public key in the signing
process. With this modification the arguments of Aulbach et al. [5] on PROV also apply to Round
3 SNOVA (Proposition 11 in [5]). Aulbach et al. suggested to use the complete public key along-
side the message into the hash function, but this would substantially increase the size of the secret
key. We use a hash of the public key instead. With this (modified) PS-3 transform [44] SNOVA
achieves the BUFF (Beyond UnForgeability Features) security properties defined by Cremers et
al. [16].

Signature. Let msg be the message to be signed and mgq = SHAKE256(msg, 64) its message
digest. The public key pk is hashed into pkq = SHAKE256(pk, 48). We randomly choose a salt
and then generate a signature for the hash value Hash(pkq||mgq||salt).

Therefore, the corresponding signature with salt is of the form sig = (Ul|salt) where U is the
signature of Hash(pkq||mg||salt) generated by the SNOVA signer. While there is no immediate
security risk if salts are used more than once, each signature generated should use a different
random value of salt. Therefore, the length of salt is chosen to be 16 bytes under the assumption
of up to 2% signatures are to be generated with the system [40].

Verification. If P*(U) = Hash(pkq||mg4||salt), the signature is accepted, otherwise rejected.
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1.6 Implementation Details

In this section, we describe the details about the implementation.

Secret key. The secret key consists of the public and secret key seeds, and a hash of the public
key. The secret key expansion and the expansion of the random part of the public key are included
in both the key generation procedure and the signing procedure of the signer.

Symmetric public matrix. The public matrix can be taken to be symmetric when the charac-
teristic of the field F, is odd. This allows for a reduction of the public key size but the security
analysis changes. We currently do not recommended parameter sets with a symmetric public
matrix pending additional cryptanalysis.

Symmetric primitives. In the SNOVA scheme, multiple hash functions are used as well as two
XOF (eXtendable Output Function). We categorize the parts that needed hash functions and XOF
and explain which instance we take in each case:

The length of secret key seed, |Ssecret|: 32 bytes.

- The length of public key seed, [spublic|: 16 bytes.

- The length of public key hash, |pkql: 48 bytes.

- The length of salt, [salt|: 16 bytes.

- The XOF which is used to generate the secret matrix T: SHAKE256.

- The XOF which is used to generate the random part of public matrix: AES128CTR or
SHAKE128.

- The hash function: SHAKE256. A hash is required on multiple occasions, for example to
generate the hash value to be signed.

The secret key size, [sk|, is 96 bytes for all parameter sets, it is the sum of the length of secret and
public key seeds as well as the public key hash.

To generate the long pseudorandom part of the public key efficiently, we have adopted AES128CTR
as XOF. A variant that uses SHAKE128 (Secure Hash Algorithm KECCAK) for the public key ex-
pansion is offered as an alternative to AES128CTR. This variant is specified below by Algorithm 5.
The default is to use SHAKE128 as the public XOF.

An implementation may choose to introduce a function to convert the secret key into some conve-
niently expanded secret key when multiple signatures using the same secret key are to be created.
We consider this an implementation choice and not a part of the specification of SNOVA. We found
that such caching of the expanded secret key can result in a speed-up of the signing by about 20%
to 60%.

1.7 Constants and Tables

The finite field F,. For prime ¢ this field is defined by usual arithmetic modulo g.

The finite field Fy6. Fix an irreducible polynomial f(x) = 2 + 2 + 1 over Fy and consider that
the finite field F¢ consists of the polynomials az® + bz? + cx + d € Fa[z] mod f(z). The elements
of F1g are stored in 4 bits and then the addition of two elements in F4 is equal to the bitwise XOR
of them.

The matrix S. For simplicity, we represent elements of Fy4 as decimal numbers. In particular,
an element ax® + bx? + cx + d of Fig is converted to an integer 23a + 22b + 2¢ + d. We fix the



SNOVA 14

matrices S as follows:

ERd
S—_7 6 if g=16 and | = 2,
8 7 6 5
7 6 5 4 I _
S = 6 5 4 3 ifg=16 and [ = 4.
5 4 3 2
8 7 6 5 4
7T 6 5 4 3
S=16 5 4 3 2 ifg=16 and [ = 5.
5 4 3 2 1
4 3 2 19

One can check that the characteristic polynomials of these matrices S are irreducible over Fyg.

The matrix Sg. For prime g we use the following sets of matrices:

S(i,j) = (ga + i+ j) and g, (i#1—1)or (j#1—1)
S(i,7) = qe (i=l—1)and (j =1-1)

where and is a bitwise and. For the parameters q,, ¢, ¢ We use the values in Table 3. It can be
verified that for [ = 2,4,5 all S matrices are irreducible.

Table 3. Parameters of the S matrix depending on the field order q.

q Qa av dc
11 0 3 6
13 2 11 3
17 1 11 10
19 1 3 15
23 1 11 22
29 3 12 11
31 2 5 8

This results in for example:

1 2 3 0
2 3 0 1 e _
S = 30 1 2 ifg=19 and [ = 4.
0 1 2 15
1 2 3 0 1
23 0 1 2
S=13 01 2 3 ifg=19 and [ = 5.
01 2 3 0
1 2 3 0 15

Fixed ABQ matrices. We use the ASCII string "SNOVA__ ABQ” and SHAKE256 for the gener-
ation of the AB(Q matrices.
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1.8 Algorithms

In the algorithm descriptions we have chosen to use a different sign convention for the T matrix. We
use the convention T'? = —T'2 in this section. The for loops are up to and including. Therefore,
a loop such as for iy + 0 to! —1 do ... end will also process i1 =1 — 1. The set indices start
at 0, so a set containing for example r» numbers will be {0,...,r — 1}. We set 1y = r, ro = [ and
mo = o- 1 -7 in the algorithm specifications. The number of matrix equation is denoted by m, but
as m = o we use o in the following to prevent confusion with m; and ms.

1.8.1 Algorithms for Key Generation

First we describe algorithms that are used by all functions.

Conversion between field elements and bytes. To convert IV, elements of F, with coefficients
cq,i into Ny, bytes ¢ ; we calculate the sum

Ng—1
_ i
Sq = Cqi 4,
=0

and store the result as bytes, least significant byte first. This relation can easily be inverted. The
values of N, and Ny are such that any sequence of IF, can be converted to bytes. The reverse does
not hold. If the input provided is a public key or a signature, and the sum of bytes is too large

Nz,—l
L N,
sy = E Chi-q >qe,
=0

then the input provided is illegal input, and the calling algorithm will exit with an error.
SNOVA uses the following values for N, and Ny:

Table 4. Parameters of conversion F; < bytes. The last two columns present the minimal number
of bits required to encode an F, element, and the actual number of bits used.

q N, Ny logs(q) 8Ny/N,
11 16 7 3.459 3.5
13 15 7 3.7 3.733
16 2 1 4 4

17 15 8 4.087 4.267
19 15 8 4.248 4.267
23 7 4 4.524 4.571
29 13 8 4.858 4.923
31 8 5 4.954 5

Note that for ¢ = 16 this is the nibble ordering used in Rounds 1 and 2. The specified conversion
allows for an efficient packing, reducing the public key and signature sizes.
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Algorithm 1: Convert elements of IF; to bytes

input : n elements ag,...,a,—1 of Fy
output: a byte string

x 09
for j < 0to [(n—1)/N,] do
Ng—1
Sq Do q'aitjn,
for k < 1 to N, do
X < x || (s4 mod 256)
Sq 4 Sq/256
end
end
return x

Algorithm 2: Convert bytes to elements of I,

© 0w N oo kA W N

10
11

input :n bytes bg,...,bnp_1
output: A string of elements of F, if the input is legal

x+ 0°
for j < 0to [(n—1)/Ny]| do
sp 4 ity (256) biggn,
for k£ <1 to N, do

x <z || (sp mod q)

sy < su/q
end
Raise an error if the input is a public key or a signature, and s, # 0

> This check for legal input only applies when verifying.

end
return x

For performance reasons, the output of the public XOF is processed by a slightly different algorithm
when g # 16. This expansion does not use rejection sampling of the public key data. In [2], it was
shown that skipping the rejection sampling for the public key data does not significantly affect the
security of QR-UOV. The argument applies to SNOVA without modification.

Algorithm 3: Expand public XOF data

© 0w N O oA W N

-
o

input : data d as bytes
output: data as elements of I,

r <+ {}

for b in d do
if ¢=16 then
b+ b |l (d mod 16)
b+« bl (d/16)
else
| b b]| (d mod q)
end
end
return b

The key generation process with key-randomness alignment technique is as follows.

First Step: Fix an [ x [ symmetric matrix S as in Section 1.7. Generate 712 € FZ'ZXO'Z from secret
key seed Ssecret-
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Algorithm 4: Generate the secret matrix 72

input : Secret key seed Sgecret
output: The matrix T1?

1 tg < SHAKE256(Ssecret)

2 b+ {}

310

47+0

5 whilei <o-v-[ do

6 if ¢=16 then

7 b+ b|| (ta[j] mod 16)

8 b b || (ta[j]/16)

9 141+ 2
10 else

11 if t4[j] < ¢|256/¢] then
12 b+« b|| (ta[j] mod q)
13 14—1+1 > Rejection sampling.
14 end

15 end

16 j—J+1
17 end

18 fori+ 0 towv—1do
19 for j«<0too—1do

20 t12eZZ;%b[(i-Oij)iJrk]-Sk

21 for i1+ 0tol—1do

22 for j; < 0tol—1do

23 | T'2[i- 1+, 5 L+ j1] < taafin, ji]
24 end

25 end

26 end

27 end

28 return 712

To generate the longer random part of the public key efficiently, we have adopted AES128CTR
as XOF. A variant that uses SHAKE128 (Secure Hash Algorithm KECCAK) for the public key
expansion has been added in the Round 2 submission as an alternative to AES128CTR. This variant
can be both vectorized and indexed. We denote the XOF of this variant as XOFp. The algorithm
of XOFp can be described by: extract the bytes from SHAKE128 in 168 bytes blocks where a
block index is appended to the seed. The block size 168 follows from the rate of SHAKE128. A
more precise definition of XOFp is: Let SHAKE128(s,n) denote the n-th byte of SHAKE128 when
instantiated with seed s as input, and similarly XOFp(s,n). Then for all required bytes:

XOFp(s,n) = SHAKE128(s || |n/168],n mod 168) (1.4)

where the block index b = |n/168] is the 8 bytes little-endian representation of n/168 rounded to
below, || represents concatenation of bytes and mod is the integer modulus operation. Note that
the invocation of SHAKE128 can be executed in parallel for all values of the block index b. The
main advantage of using SHAKE this way as a public XOF is that it allows for arbitrary levels of
parallelization in the squeeze phase. The library XKCP allows for up to an 8-fold parallelization
of the KECCAK permutation on AVX-512 processors. The official SNOVA implementation [50]
uses this level of parallelism if available.

The algorithm of XOFp is included in the following algorithm:
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Algorithm 5: Public key expansion

input : Seed spublic
The requested number of bytes N
AES: a flag indicating whether to use AES of SHAKE

output: Pseudo-random bytes

1 if AES then
2 ‘ return AES128CTR(spublic, V)
3 else
4 x + 0° > x is set to the empty string
5 b+ 0
6 n<+0
7 while n < N do
8 d < min(168, N —n)
9 X< X H SHAKE128(Spub1ic H b64,d)
10 > bgq is the 8 byte representation of b, least significant byte first
11 n<n+d
12 b+—b+1
13 end
14 return x
15 end

Generate invertible matrices. Let | € {2,4,5} and M € F.*! any [ x | matrix over F,. Since
the polynomial det(M + zS) in the variable x has at most [ roots, there exists an element a of F,
such that the matrix M + aS is invertible. We use this property to generate invertible matrices,
but only when r = [, as follows:

Algorithm 6: Improve public matrices

input : Elements of F, : b[]
Desired matrix size [; X Iy
output: a matrix M
1140
2 fori; + 0tol; —1do

3 for j; <+ 0toly—1do
4 M[il,jl] = b[l]

5 141+ 1

6 end

7 end

8 if M is a | x [ matrix and det(M) = 0 then
9 fora<+ 1toqg—1do
10 M+~ M +aS

11 if det(M) # 0 then
12 ‘ break

13 end

14 end
15 end

16 return M

Fixed ABQ matrices. Beullens has shown in [9] that some public keys of the Round 1 version of
SNOVA are weak. This was resolved in our Round 2 update. As an additional countermeasure we
fix the seed used to generate the ABQ) matrices to some arbitrary but well-chosen value in Round
3.
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Algorithm 7: Generate public ABQ
input : -
output: The public matrices 4; o, B, Qa1 and Q; o2 and the coefficients ¢; o1, ¢i 0,2
1 dq < SHAKE256(”"SNOVA_ABQ”)
2 Convert dq to F, using Algorithm 3
3 fori+ 0too—1do
4 fora+~0tor—1do
5 gV i+«
6 Create matrices A; o € F,*" from dy[iq - 7% ... ig - 7% 4+ 7* — 1] using Algorithm 6
7
8
9

Create matrices B o EFZXZ from dy[v-o-r*+ig-r-l..v-o-r?+ig-r-l+r-1—1]
using Algorithm 6
Gisa1 < dglv-o(r? +rl)+ig-l...vo(r* +r-1)+ (vi+ o)l +1—1]

10 G2 < dglv- o> +rl+ 1) +ig-1..v-o(r?+r-1+1)+ig-l+1—1]
11 Qiat < X0 Giaald] - 57

12 Qi2 & Y5 Gia2ld] - S

13 end

14 end

15 return A; o, B; o, Qi.a,1 and Q; 2 as well as the coeflicients ¢; 1, ¢i,a,2

If all of the I components of ¢; o,1 Or gjq,2 are zero, then the specific i, & combination does not
contribute to the public map (1.3). This undesirable situation can be prevented by only considering
seeds to SHAKE256 in Algorithm 7 that result in all Q; o1 and Q; o2 matrices being non-zero.
We use the same ASCII string "SNOVA_ABQ” (as bytes) for the generation of the ABQ matrices
for all recommended parameter sets. We verified that the matrices Q); o1 and Q; 2 are always
non-zero with this choice of the seed.

Now we have the ingredients needed to generate P}l, P}Q and P%l from the public key seed spubiic-
The details differ between a symmetric public matrix and an asymmetric matrix. For this reason
two algorithms are provided.

The public key expansion algorithm is given in Algorithm 8 or Algorithm 9. The order in which
the bytes from the XOF are converted to elements of I, has not been changed for Round 3. A
possible improvement could be to optimize this order. This may result in for instance a reduced
memory use on constrained devices. For the Round 3 submission we have chosen to stick to the
Round 2 order, but the potential created by other orders will be investigated during Round 3. Note
that the changing the order changes the KAT files, but does not impact the security of SNOVA.
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Algorithm 8: Generate the random part of public key for an asymmetric public matrix

P A

W oW W W W WN NN NN NN N e e e e T s R Y
I3 EEEEEdc eI a R EN¥NNE8EowNea p oo 5

38
39
40

input : Public key seed spublic
output: The matrices P}, P12 P2!
Generate bytes b from spupiic using Algorithm 5
b < b from bytes to I, using Algorithm 3
k<« 0
for i <~ 0 to m; — 1 do
for n;, + 0tov—1do
for n; <~ 0tov—1do
for i1+ 0tol—1do
for j; < 0tol—1do
P}l[nl -+ il,ﬂj -1 -‘r]ﬂ = b[k’}
k+—k+1
end

end
end

end

end

for i < 0 to m; — 1 do

for n; + 0tov—1do

for nj <~ 0too—1do

fori; < 0tol—1do
for j; < 0tol—1do

k+—k+1
end
end
end
end
end

for i <+ 0 tom; — 1 do

for n;, +~ 0too—1do

for n; <~ 0tov—1do
fori; < 0tol—1do

for j; < 0tol—1do
P?l[nl A+ il,’ﬂj -1 -‘r]ﬂ = b[k’}
k+—k+1

end

end
end
end
end

return P}! P2 P2
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Algorithm 9: Generate the random part of public key for a symmetric public matrix

input : Public key seed spublic

output: The matrices P}, P12 P2!
1 Generate bytes b from spupiic using Algorithm 5
2 b < b from bytes to F, using Algorithm 3
3k« 0

4 for i< 0tom; —1do

5 for n; + 0tov—1do

6 fori; < 0tol—1do

7 for j; < i tol—1do

9 k+—k+1

10 end

11 end

12 for n; < n;+1tov—1do
13 fori; < 0tol—1do
14 for j; < 0tol—1do
15 Pt -1+ ji,ni -1+ i) =Pt ng - L +d0,my - L+ 1] = b[k]
16 k+—k+1

17 end

18 end

19 end

20 for n; <~ 0too—1do

21 fori; < 0tol—1do
22 for j; < 0tol—1do
23 P2 n; - L+ j1,ni - L +i1] = P2[ng - L+ iy,n; - L+ 1] = blk]
24 k+—k+1

25 end

26 end

27 end

28 end

29 end

30 return P} P2 P?!

Second Step: Compute the matrix P?2 for 0 < i < m;. Using the sign convention of this section,
T2 = —T'2, we have

F12 _ P12 + P:_llTlQ
P22 _ _(T12)TF12 _ P21T12

We include the hash of the public key into the secret key in order to avoid having to recalculate
P22 when signing. This choice increases the secret key size by 48 bytes.
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Algorithm 10: Generate Secret and Public keys

B W N

© 0w N O wm

10
11

input : Public and secret key seeds (Spublic; Ssecret)
output: Secret key and Public key as bytes
Generate T*2 using Algorithm 4
Generate (P11, P12, P?! for 0 <i < m;) using Algorithm 8 or 9
for i < 0 to m; — 1 do

Fi2 ¢ P12 4 PUTI2

P?2 - — (T12)T F112 . PflTu
end
Pec + packed P?? using Algorithm 11
Pk — spublic || Pc
pkq + SHAKE256(pk, 48)

sk Spublic || Ssecrethkd
return sk, pk

Algorithm 11: Pack the generated public key as bytes

1
2

© o N O ;s W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

input : The matrices P22

output: The byte representation of Pso
b {}

for i <+ 0 tom; — 1 do

for n; +— 0too—1do
if Asymmetric then
> Output the full P%2
for n; <~ 0too—1do
fori; < 0tol—1do
for j; « 0tol—1do
| b=0b | PPn; - L+iy,n; -1+ ji]
end
end
end
else

> Only the upper diagonal part of P22
fori;+ 0tol—1do
for j; < i; tol—1do
| b=0b PPl +i1,ni -1+ ji]
end
for n; <~ 0too—1do
for j; «+ i1 tol—1do

| b=0b || P2[n; -l +iy,n; -1+ ji]
end
end
end
end
end

end
Pb < b as bytes using Algorithm 1
return pp

1.8.2 Algorithms for Signature Generation

The message hash is computed by the algorithm below. The reordering from d to mj, (line 4) has
been included in the Round 3 specification to result in KAT files that are identical to the SNOVA
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Round 2 KATs when Round 2 parameters are used. The reordering is not necessary for a correct
operation of the algorithms; the step on line 4 can be skipped when backward compatibility of
KATs is not required.

Algorithm 12: Get message hash in F,

input : Message msg
Public key digest pkqg
A random salt
output: data as elements of I,

1 my < SHAKE256(msg, 64)

2 d < SHAKE256(pkq||mgq||salt) as F, using Algorithm 2
smpli-l-r+ig-r+g]«di-r-l+j -1 +i] > Reorder
4 >i€{0.0o—1},4€{0...1—-1},j; €{0...r -1}
5 Return my,

Algorithm 13: Expand secret key

input : Public and secret key seeds (Spublic, Ssecret)
output: T2, F1!1 F12 F2!
Generate T'2 using Algorithm 4
Generate (P}, P12, P?! for 0 <i < m;) using Algorithm 8 or 9
for i < 0 to m; — 1 do
Fll « Pl
F}? <« P>+ PI'T"?
F%l — Pz21 + (T12)TP111
end
return 712 F!! F!12 F2!

® N o ok W N =

Let msg be the message to be signed, we randomly choose a salt and then generate a signature
for the hash value using Algorithm 12. Then we randomly assign values to vinegar variables
Vo, ..., Vy—1 depending on the number of the sign attempt nums;e as follows

Algorithm 14: Assign values to vinegar variables

input : Message msg
Secret key seed Sgecret
The number of sign attempt numsg;e as a singly byte
A random salt

output: Vinegar matrix V

1 mq + SHAKE256(msg, 64)

2 Vp < SHAKE256(Ssecret || M4 || salt || numyg;g)
3 vy < vp as I, using Algorithm 2

4 Viljllk] = vgli-1-r+j -7+ K]

5 return V

Second, we compute the vinegar part values Fy,, of the central map [} for 0 < i < o. Recall
that the vinegar part values Fy,y, of the central map F}" is

v—1
* _ T Qv 11 Qv
Fi,VV - E :Ai,a Vo Qi,a,l Fi - QLQ,Q V- Bia
a=0

where i’ = (i + o) mod m, Fjs ji are elements from IFZXZ, V; € Fff", A; o and B; , are matrices
of IE‘;” and IFZXZ, and Q;.a,1, Qia,2 are invertible matrices randomly chosen from Fy[S]. We will
consider V' to be vectors in the following instead of using explicit indices. This turns "}, into a
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matrix with respect to j, k. Note that we write the central map F; in the form of

Fl! F?
Fo = (F21 o)

We can now compute the vinegar part values F/'y,, of the central map F;". We evaluate F}'y, in
two steps, using that

-1
Qian = Z%‘,a,lm -8
=0
(Q2 similar) as

_ T ® 11 &
Fi*VV = ZAi,a Vo Qi,5,1 -F - Qi,g,Q V- Bi,a

)

= 3 Aia VT qaalal - (5%°) - FY - (SP) - gy0lb] -V - By

by

a,a,b
= Z Aio " Qian]al] - Dza,b,VV “ia2[b] - Bia
a,a,b
where
Digpyy =V (8%)"-Fil-(S¥)"-V (1.5)

Algorithm 15: Compute the vinegar part of the central map

input : Secret key F}!
Matrices A; o, Bi o, and the coefficients ¢; 4.1, ¢i 0,2
Vinegar matrix V'
output: Vectorized vinegar part f; v
D} pyy & V(890 Fit - (89)0 -V >i'€{l...mi}, a,be{0...1—1}
Fiyy 0
for i< 0too—1do
fora+ 0torv—1do
i’ + (i4+ «) mod my
F;:VV A F{fvv + Za,b Aia - Giaalal - Df/,a,b,vv “i,a2[b] - Bia
end
end
fivv <0 > Return matrix as vector
for i< 0too—1do
for j; < 0tol—1do
for i; <~ 0tor—1do
| fivv < fivv || Efyylin, il
end

© ® N o oA W N R

I e
B b = O

end

[y
[

end
return f; vy

=
=)

The resulting system can be seen as a linear system of the oil variables over the finite field F,.
In order to write down this linear system Algorithm 15 returns the vectorization of the F}y
matrix. We are now ready to write down the linear system of the oil variables over [F,.
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Algorithm 16: Compute the coefficient matrix of the oil variable

input : Secret key parts F}? F2!
Public matrices ALQ, Bi,om QLQJ, QLOL’Q
Vinegar values as matrix V'
output: The vectorized coefficient matrix G
G + matrix(l-r-ox1-r-0)
fori< 0too—1do
for a < 0tov—1do
i’ « (1 +«) mod my
Hy + ‘7%(‘;71 -F2t. %;72 -V -Bja
Hy +— A (- vT. %271 -FI?. %&2
G[ZTZ+21T+Zg][10[7’+]17‘—|—]2]
(*G[ZTZ+L1T+ZQ}[ZOZT"+]1’I"+‘72]

+Hi[ig - 1+ j1][i1] - Aialia)lg2] + Haliz,d0 - L+ j1] - Bialje)li1]

© 0 N O A W N

i
o

end

=
=

end
return G

=
«w N

I>Z'0€{0...0—1}7i1,j1E{O...l—l},ig,jge{o...

r—1}

Algorithm 17: Sign message

input : Secret key sk
Message msg
A random salt
output: the signature sig
Spublic Sk[o, RN 15]
Ssecret < Sk[16,...,47]
pkq < sk[48,...,95]
Generate T2, FI1 F1? F2! using Algorithm 13

11 12
T« (IO 11122)
Generate A; o, Bj o, Qia,1 and Q; o2 using Algorithm 7
Get hy,sg from msg, pkq, and salt using Algorithm 12
numgig < 0
repeat
10 flag redo + FALSE
11 NuMgjg < NUMgje + 1
12 if numg;z = 255 then
13 ‘ return FAIL
14 end
15 Assign vinegar values (Xp, ..., X,_1) using Algorithm 14
16 Compute f; v using Algorithm 15
17 M'uec < hmsg - fi,VV
18 Compute G using Algorithm 16
19 if det(G) = 0 then

(3 N I N

© 0w N o

20 ‘ flag_ redo + TRUE

21 else

22 ()?07)?17---aio—1) — Gileec

23 ()}07)?17 Ceey )?nfl) — T_l(X(), ey val,)’zo, R ,Xofl)T
24 end

25 until flag_ redo = FALSE;
26 sig, < (Xo, X1,...,Xn—1) as bytes using Algorithm 18
27 return sig, || salt
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Algorithm 18: Pack the generated signature as bytes

input : The matrices ()Z'o, )?1, cos Xn—1)
output: The byte representation sig,

1 b+ {}

2 fori+ 0Oton—1do

3 for i; < 0tol—1do

4 for j; < 0tor—1do

5 | b b Xlir, ]

6 end

7 end

8 end

9 sig, < b as bytes using Algorithm 1

10 return sig,
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1.8.3 Algorithms for Signature Verification

Algorithm 19: Expand public key

input : Public key part pk][16,.. .|
output: Public matrix part P2
1 b+ from pk[16,...] using Algorithm 2

2 k<0

3 if Asymmetric then

4 > Convert the full P?2
5 for i < 0 tom; —1do

6 for n; +— 0too—1do

7 for nj <~ 0too—1do

8 fori; < 0tol—1do

9 for j; < 0tol—1do

10 Pz22[nll+21,n]l+j1]:b[k]

11 k+—k+1

12 end

13 end

14 end
15 end
16 end
17 else
18 > The upper diagonal part of P?? is provided, symmetrize
19 for m; + 0 to m; —1 do
20 for n; + 0too—1do

21 fori; < 0tol—1do

22 for j; «+i; tol—1do

23 PZQQ[TLZ A 4i,ng -1 —|—j1] = Pf2[ni 41, L+ il] = b[k‘}
24 k< k+1

25 end

26 for n; <~ 0too—1do

27 for j; «+ i1 tol—1do

28 P?Q[nl S+ il,nj -1 +]1] = P122[’I7,j 41, L+ il] = b[kﬁ]
29 k+—k+1

30 end

31 end

32 end

33 end

34 end
35 end

36 return P??

Recall that the public map P* = (Pg, ..., Ph,_y) : (F*")™ — (F7*1)°, where i’ = (i+a) mod my

and
v—1 n—1 n—1

PrU) =3 > Aia-Uf - (Qian - Praa, Qia2) Us - Bia

a=0d;=0 d=0

with the variable U = (Uy,..., Un_l)T. For the signature verification, we write the signature
sig = (U, ..., Un_l)T € Fé”. The algorithm for evaluating the public map at a signature sig
follows below. In the verification we use a two-step evaluation of P} similar to the two-step
procedure described near equation 1.5.
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Algorithm 20: Expand signature

input : Signature sig o B
output: signature matrices (Xg, X1,...,Xn—1)

1 s < Expand sigl0,.. ., |sig| — 16] using Algorithm 2 while checking for illegal input.
2 fori+ 0Oton—1do

3 for i1+ 0tol—1do

4 for j; « 0tor—1do

5 ‘ )’ZL[Zl,jl](*S[ZZT+ZlT’+]1}

6 end

7 end

8 end

9 return ()}0,)?1,...,)?”_1)

Algorithm 21: Verify signature of message

input : The public key pk
Message msg
The signature sig
output: Accept or Reject
pka < SHAKE256(pk, 48)

=

Get the signature matrices ()N(O, )~(1, ey Xn,l) from sig using Algorithm 20

2
3 salt + sig[|sig| — 16,.. ., |sig]] > Last 16 bytes of the signature sig
4 Spublic < pk[O, caey 15]
5 Get A o, Bia, Qial, Qiaz2, using Algorithm 7
6 Get P}/l, P}?, Pf,1 from spublic using Algorithm 8 or 9
7 Get P# from pk[16,...] using Algorithm 19
11 12

Pi/ P,L/
s Pv{pz p2
o D, XT-(89"). Py - (S¥)P. X >i' €40,...,my — 1}, a,b € {0,...,1 -1}
10 P+ 0

11 for i+ 0too—1do
12 fora<+0tor—1do

13 i’ + (i4+ «) mod my

14 Pi P+ 20y Aia Gianlal - Dy - Giva2[b] - Bia

15 end

16 end

17 hashg[i- -7+ j-r+ k| < P}k, j]

18 >7€{0,...,0—1},5€{0,...,1—11ke{0,...,r — 1}

19 Get hash hashy from msg, pkq, and salt using Algorithm 12
20 return Accept if hashg = hashy else return Reject

1.9 Parameters Settings

In this section, we propose our parameters aiming at three security levels in the new call of NIST
PQC project [40] levels I, IIT and V, respectively.

1.9.1 List of Our Parameters

In Table 5 we present our recommended parameters. While parameter sets with a symmetric public
matrix may be of interest, the cryptanalysis has not matured to a level where such sets could be
proposed for standardization.
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Table 5. Recommended parameter sets. The sizes are reported in bytes. All recommended
parameter sets use asymmetric public matrices. K: smaller public Key, B: Balanced public key
and signature, S: smaller Signature. The secret key size |sk| is 96 bytes for all parameter sets.

SL Name (v,0,q,1,7,m1, M3) |pkK| |sig| |pk|+|sig|
SNOVA I K  (29,3,16,4,8,5,96) 376 528 904
I SNOVA I B (27,4,16,4,6,5,96) 656 388 1044
SNOVA I S  (27,5,16,4,4,5,80) 1016 9272 1288
SNOVA_III K (38,4,16,4,8,7,128) 912 688 1600
111 SNOVA_IIL B (38,5,16,4,6,7,120) 1416 532 1948
SNOVA III S (38,6,16,4,5,7, 120) 2032 456 2488
SNOVA VK (40,4,16,5,8,6,160) 1216 896 2112
v SNOVA_V_B (40,5,16,5,6,6,150) 1891 691 2582
SNOVA_V_S  (40,6,16,5,5,6,150) 2716 591 3307

For Security Levels I and III, we consistently set [ = 4 to maximize performance gains, as more
effective optimization techniques are available for this parameter choice. For Security Level V, we
consistently set [ = 5 to minimize public-key and signature sizes while maintaining good computa-
tional performance. This choice achieves a favorable balance between efficiency and compactness.

1.9.2 Alternative Parameter Sets

SNOVA supports a broad range of parameter choices. Table 6 presents several possible alternatives
to the proposed parameter sets. These alternatives are secure against currently known attacks,
although their security margins are less conservative than those of the recommended parameter
sets. If no new effective attacks emerge during Round 3 and further cryptanalytic study increases
our confidence in SNOVA’s security, some of these alternatives may offer more attractive trade-offs
in terms of key and signature sizes and computational performance.

We also provide a number of alternative parameter sets with | = 2, which feature relatively large
public keys but compact signatures. In certain deployment scenarios, a fixed key pair may be used
to generate a very large number of signatures, making signature size substantially more important
than key size. Traditionally, UOV-type schemes have been particularly well suited to such settings.
However, with the proposed [ = 2 parameter sets, SNOVA offers an even more attractive trade-off,
outperforming UOV in some of these signature-intensive applications.
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Table 6. Alternative SNOVA parameter sets. The sizes are reported in bytes. All alternative
parameter sets use asymmetric public matrices. The secret key size |sk| is 96 bytes for all parameter
sets.

SL (v,0,q,1,7,m1,M3) |pk| sig] |pk|+|sig| Security
(27,3,16,4,7,5,84) 376 436 812 169
(27,4,16,4,5, 5, 80) 656 326 982 177

I (27,4,19,4, 6,5, 96) 699 413 1112 201
(27,5,13,4,4,5,80) 950 255 1205 170

(50,17,16,2,2, 17, 68) 9842 150 9992 158
(27,4,16,5, 5,4, 100) 816 404 1220 221
(33,5, 16,4, 5,6, 100) 1216 396 1612 9291

111 (39,5,11,4,6,7,120) 1241 478 1719 230

(38,5,19,4,6,7,120) 1510 567 2077 269
(76,25,16,2, 2, 25, 100) 31266 218 31484 993

(40,5, 19,5, 6,6, 150) 2016 736 2752 331

\% (47,6,19,4,6,9, 144) 2781 695 3476 318
(104,33, 16,2, 2, 33,132) 71890 290 72180 287

1.9.3 Note On the Parameters of SNOVA

Round 3 SNOVA has seven parameters: (v,0,q,l,7r,mi,ma).

In general, a smaller value of o tends to provide stronger security (against key recovery attacks)
for UOV-like schemes. In Round 3 SNOVA, the parameter [ represents the size of the matrix
ring used in SNOVA, larger values of [ allow for a higher degree of public key compression. In
both Round 1 and Round 2, we proposed only parameter sets with ¢ = 16. During the Round
2 evaluation, subsequent analyses [47, 29, 22] of the UOV family highlighted the importance of
parameter sets defined over odd characteristics. Accordingly, in the Round 3 submission, we
introduce (alternative) parameter sets over odd characteristic fields as a response to the suggestion
in the NIST IR 8610 Round 2 Status Report on the Second Round of the Additional Digital
Signature Schemes for the NIST Post-Quantum Cryptography Standardization Process [1].

In the Round 2 SNOVA, the parameter r was always chosen to be equal to the matrix ring size [.
In this round, we introduce rectangular signatures, which are equivalent to allowing the whipping
dimension r in the whipping transformation to be an independent parameter distinct from /. In our
Round 3 submission, our parameter selection we always choose my = rlo. However, it is important
to note that mo does not necessarily need to equal rlo.

By separating o from mi, and similarly distinguishing r from [, we obtain substantially greater
flexibility in parameter selection. Under this framework, the flexibility and feasibility of resisting
a wide range of attacks through parameter adjustments are significantly enhanced.
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2 Performance Analysis (2.B.2)

2.1 Time

The official implementation of SNOVA [50] contains a reference, optimized, AVX2 optimized and
GFNI optimized version. The GFNI version is the fastest. The optimized version is entirely hand-
crafted. The AVX2 version is based on the optimized version and was further optimized with
AT-assisted development (Claude Code).

Below we report performance numbers for both the AVX2 and the GFNI versions.

Table 7. AVX2. SNOVA performance numbers on a modern desktop system (Arrow Lake,
Intel(R) Core(TM) Ultra 7 265K at 3.8GHz, compiler: gec 16.1.1, Turbo Boost: disabled) for
the AVX2 optimized version. The performance is the median number of CPU cycles over 2048
benchmark runs.

SL Variant |pk| |sk] |sig] KeyGen Sign  Verify
SNOVA_I K 376 96 528 187,973 679,677 196,547
SNOVA_I_K_AES 376 96 528 115,520 608,193 125,406

I SNOVA 1 B 656 96 388 201,138 644,571 178,763
SNOVA 1 B AES 656 96 388 133,370 576,904 111,339
SNOVA_ I S 1016 96 272 243,117 525,243 176,473
SNOVA_I S AES 1016 96 272 171,859 453,782 105,698
SNOVA_IIT_K 912 96 688 487,723 1,455,202 418,243
SNOVA_III_K_AES 912 96 688 314,118 1,279,004 243,216

I SNOVA_III_B 1416 96 532 575,506 1,459,126 419,616
SNOVA_III B_AES 1416 96 532 394,486 1,266,776 238,574
SNOVA_III S 2032 96 456 679,299 1,557,053 433,881
SNOVA_III S AES 2032 96 456 491,167 1,361,225 244,463
SNOVA_V_K 1216 96 896 1,246,700 3,491,655 679,375
SNOVA_V_K AES 1216 96 896 987,835 3,229,305 422,812

v SNOVA_V_B 1891 96 691 1,505,245 3,561,227 782,471
SNOVA_V_B_AES 1891 96 691 1,238,628 3,290,536 514,064
SNOVA_V_S 2716 96 591 1,788,492 3,864,611 859,675

SNOVA_V_S AES 2716 96 991 1,504,120 3,582,743 581,273
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Table 8. GFNI. SNOVA performance numbers on a modern desktop system (Arrow Lake, Intel(R)
Core(TM) Ultra 7 265K at 3.8GHz, compiler: gce 16.1.1, Turbo Boost: disabled) for the GFNI
optimized version. The performance is the median number of CPU cycles over 2048 benchmark
runs.

SL Variant |pk| |sk| |sig] KeyGen Sign  Verify
SNOVA_I_K 376 96 528 159,618 584,188 166,666
SNOVA_I K_AES 376 96 528 87,169 512,004 94,164

I SNOVA_I B 656 96 388 170,468 557,746 141,919
SNOVA_I B _AES 656 96 388 102,661 489,983 74,376
SNOVA 1 S 1016 96 272 204,195 397,921 149,024
SNOVA_I_S AES 1016 96 272 132,758 325,418 78,305
SNOVA_TII_K 912 96 688 416,490 1,240,034 349,462
SNOVA_TIIT_K_AES 912 96 688 243,311 1,061,262 175,688

I SNOVA_III_B 1416 96 532 484,626 1,226,638 335,912
SNOVA Il B_AES 1416 96 532 303,622 1,045,116 156,118
SNOVA_TIII_S 2032 96 456 562,069 1,333,170 356,953
SNOVA_TIII_S_AES 2032 96 456 372,165 1,141,612 167,684
SNOVA_V_K 1216 96 896 811,680 2,573,021 684,735
SNOVA_V_K AES 1216 96 896 548,098 2,301,728 424,527

v SNOVA V B 1891 96 691 055,444 2,470,611 679,221
SNOVA_ V_B_AES 1891 96 691 682,823 2,192,284 409,444
SNOVA_V_S 2716 96 991 1,101,953 2,619,986 749,582
SNOVA_V S AES 2716 96 591 823,154 2,341,503 465,939

2.2 Space

The sizes for the SNOVA scheme are determined by the following expressions:

Public key size. The size of the public key of asymmetric SNOVA in bytes is
Ny

|pk| = {ml 0?12 Nq—‘ + 16

Secret key size. The size of the secret key in bytes is

|sk| = 96.

Signature size. The size of a signature of SNOVA scheme in bytes is

Ny
gl = |r-l-n- 22| +1
|sig| [r n 3 —‘ +16

q

Length of seeds and salt. The length of the public key seed |Spublic| = 16, the secret key seed
|Ssecret| = 32 and the salt |salt| = 16 for all parameters, as specified in Section 1.6
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3 Known Answer Test values (2.B.3)

The submission includes Known Answer Tests (KAT) files of the SNOVA signature scheme. We
have provided scripts to generate the KAT files in the submission package. The Round 3 SNOVA
KAT files can also be downloaded at https://github.com/PQCLAB-SNOVA/SNOVA_KAT.

The first 24 bytes of the SHAKE256 digests of the KAT files are:

SNOVA_I_B.req
SNOVA_I_B.rsp
SNOVA_I_B_AES
SNOVA_I_B_AES
SNOVA_I_K.req
SNOVA_I K.rsp
SNOVA_I_K_AES

SNOVA_I_S.req
SNOVA_I_S.rsp
SNOVA_I_S_AES
SNOVA_I_S_AES

SNOVA_III_B.req

.req
.rsp 0ced987eb8e00f66cfa748330b4efd05459de690c4c33886

.req
SNOVA_I_K_AES.

.req
.rsp 539eb29c73c5£0b173c8e77ece63e5857803e652f3c6532¢

c0481e4b408461581c1bc4b66958fafe3be7c0£8af500700
Oba77e8b6clef99ef1£83d2bd555340bbe77b728£61b4d92
c0481e4b408461581c1bc4b66958fafe3be7c0£8a£500700

c0481e4b408461581c1bc4b66958fafe3be7c0£8af500700
95b82ec747£3079445669640cfde77494d79d8e16cd2d7da
c0481e4b408461581c1bc4b66958fafe3be7c0£8af500700
rsp 506£fa91805b967758c5dc8a29dfb5c5c5073de22676022b6
c0481e4b408461581c1bc4b66958fafe3be7c0£8af500700
37b863b07e411417e86dc9c4£81bbf£4521d0b20d6b56£57
c0481e4b408461581c1bc4b66958fafe3be7c0£8af500700

c0481e4b408461581c1bc4b66958fafel3be7c0£8af500700

SNOVA_III_B.rsp 92b2b898126365f1dc376da37b304348125779131ddeedab

SNOVA_III_B_AES.req
SNOVA_III_B_AES.
SNOVA_III_K.req
SNOVA_III K.rsp
SNOVA_III_K_AES.req
SNOVA_III_K_AES.
SNOVA_III_S.req
SNOVA_III_S.rsp
SNOVA_III_S_AES.req

SNOVA_V_B.req
SNOVA_V_B.rsp
SNOVA_V_B_AES
SNOVA_V_B_AES
SNOVA_V_K.req
SNOVA_V_K.rsp
SNOVA_V_K_AES
SNOVA_V_K_AES
SNOVA_V_S.req
SNOVA_V_S.rsp
SNOVA_V_S_AES

.req
.rsp £c88cfldc37d9a223aa6745£09b894c7e54cf50ba9bd0c47

.req
.rsp 895cbedB8afc5e65d93c6d481115c938a6c66dcef2b7032fd

.req
SNOVA_V_S_AES.

c0481e4b408461581c1bc4b66958fafe3be7c0£8af500700
3661057e284978c63£406a933d930e9b2a78271535£3091b

c0481e4b408461581c1bcdb66958fafe3be7c0£8af500700
fcec3ed2bf3e6038ae77792edfdabdelbl5dad96c4cad71c

c0481e4b408461581c1bcdb66958fafe3be7c0f8af500700
40ae65e72d84a4a62a1cc3d0f4b021923d06aadfb2d61bch
c0481e4b408461581c1bcdb66958fafe3be7c0f8af500700

c0481e4b408461581c1bcdb66958fafe3be7c0£8af500700
08cd3a932567ec362eb352c42fadb81e808c747b1f4d4fdd
c0481e4b408461581c1bc4b66958fafe3be7c0£8af500700

c0481e4b408461581c1bc4b66958fafe3be7c0£8a£500700
a3ced007bal19d42abb0abbf62ae7f£7527a1d669f8eb8aat
c0481e4b408461581c1bcdb66958fafe3be7c0£8af500700
rsp a0c25c165£0e4066510f0b669635ba86£47684599b290e23

c0481e4b408461581c1bc4b66958fafe3be7c0£8af500700
rsp 5704ba832507f6614af6adab5901720f18c12aeb44dfd3da6

c0481e4b408461581c1bcdb66958fafe3be7c0£8af500700
rsp 8a39e4377dfc64d3265840341124a3a791810£50c5£72130

c0481e4b408461581c1bc4b66958fafel3be7c0£8af500700
SNOVA_III_S_AES.rsp 6bd0787£2c2b8dce837471a4879e4619c621£6e288858ed0

While the SNOVA parameter space has been expanded and the recommended parameters have
changed, the scheme itself has not changed between rounds 2 and 3. The Round 2 KAT files can
still be created by using appropriate parameters. See the official SNOVA repository [50] for an
example.


https://github.com/PQCLAB-SNOVA/SNOVA_KAT
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4 Expected Security Strength (2.B.4)

We give the expected security strength of our parameters aiming at three security levels in the new
call of the NIST PQC project [40], security levels I, IIT and V, respectively.

4.1 Security Strength

The estimated complexities of the SNOVA parameter sets against the known attacks discussed
in Section 5 are presented in the following tables. For each parameter set, the lowest complexity
among all known attacks is highlighted in bold font. The dash symbol “-” indicates the attack is
not applicable.

Table 9. Security estimates of SNOVA security level I parameter sets.

Complexity SNOVA I K SNOVA I B SNOVA I S
Compp;, 196 214 183
Compe,, 197 197 193
Compc,, 214 214 182
Compgs 421 373 357
Compge, 332 300 300
Comppe 507 436 411

COI’npRecMinRank - - -

CompWedge - - -

CompunRec - 440 313

Compynint 516 444 420

Table 10. Security estimates of SNOVA security level III parameter sets.

Complexity SNOVA_III_K SNOVA_III_B SNOVA_III_S
Compp;, 272 262 267
Compp,, 266 263 266
Compey, 279 263 263
Compys 549 533 517
Compgec 414 414 414
Compy,, 643 615 589

COInpRecMinRank - - -

CompWedge - - -

COmMPprynpec 798 603 427

ConllpTrunInt 647 - -
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Table 11. Security estimates of SNOVA security level V parameter sets.

Complexity SNOVA_V_K SNOVA_V_B SNOVA_V_S
Compp;, 341 325 329
Compeg,, 344 338 340
Compc,, 344 323 323
Compgs 725 705 685
Compge, 528 528 528
Compy,,; 836 802 769

COI’npRecMinRank - - -

Compyyedge . - -

CompynRec 1003 758 540

COrinrunlm: - - -
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5 Analysis of Known Attacks (2.B.5)

In this section, we analyze the security of the SNOVA scheme against known attacks and present
the corresponding complexity estimates.

5.1 Preliminaries
5.1.1 MQ Solver and Complexity Estimation

We give a brief overview of the methods used to estimate the complexity of solving an MQ problem.
In this specification, we use MQ(N, M, ¢q) to denote the complexity of solving the MQ system of
M equations in N variables over F,.

Overdetermined case (N < M). The complexity of solving M homogeneous quadratic equations
in N variables can be estimated by

5 (N 1+dmg)2 (N+1)
Areg 2
field multiplications. The term d,.4 is determined by the smallest positive integer d such that the
coefficient of t¢ term in the series generated by

(1 =M
(L=0¥

is non-positive. In the literature, several algebraic algorithms, such as Fy [20], F5 [21] and XL [15]
have been proposed for solving MQ systems. The hybrid approach [8] randomly guesses k variables
with 0 < k < N before solving the MQ system and the corresponding complexity is

2
min g3, (N TR THdegr)” (N =kt
k dreg,k 2

field multiplications where d,¢q 1 is the smallest positive integer d such that the coefficient of td
term in the series generated by

1M

(]_ _ t)ka

is non-positive.

Underdetermined case (N > M). For the underdetermined case, several methods have been
proposed to solve underdetermined MQ systems more efficiently. Among these, the method of [26]
is generally the most effective. Accordingly, for attacks that involve underdetermined MQ systems,
we have considered Hashimoto’s algorithm in our complexity estimates. The complexity estimation
formula of Hashimoto’s algorithm [26] is

Iilin (Mfosz+1)~I\/IQ(oz,oz,q)+qk(MQ(a71,oz—1,q)+MQ(Mfoz—k,M—oz,q)>

provided that N > max{(a+ 1) (M —k —a+1,a(M — k) — (o — 1)?> + k} holds.

Recently, two algorithms for solving underdetermined MQ systems have been proposed by Asanuma
et al. [3] and Ostuzzi [41], respectively. These algorithms build upon Hashimoto’s algorithm,
extending and further optimizing its framework. It is worth noting that, in essence, the resulting
computational complexities of these two approaches are comparable to that of Hashimoto’s original
algorithm. In the complexity estimation of the direct attack, we consider all three methods of
solving underdetermined MQ system [26, 3, 41] for complexity estimation and adopt the minimum
complexity among them as the security estimate against direct attacks.
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5.2 Forgery Attacks
5.2.1 Direct Attack

In the plain direct attack, the attacker attempts to forge a signature by solving the system
P*(U) = Hash(msg||salt) = z € F">.

This yields a set of mo multivariate quadratic equations in rin + 1 variables. Our complexity
estimates are based on the known algorithms for solving underdetermined MQ systems [26, 35, 3,
41]. The complexity of the plain direct attack is given by

Compp,;, = MQ(rln + 1,ma,q) - g(q)

gates.
Table 12. The complexity estimates of the direct attack.

Hashimoto’s Just Guess Variable Pseudo-0il

SL Name algorithm algorithm Partitioning Subspaces
[26] (35] (3] [41]
SNOVA_1 K 201 196 198 201
I SNOVA_I_B 214 228 214 214
SNOVA_1 S 183 192 183 183
SNOVA_TIII_K 272 296 272 272
11 SNOVA_III_B 262 296 262 262
SNOVA_IIT_S 267 308 267 267
SNOVA_V_K 341 393 341 341
\Y% SNOVA_V_B 325 388 325 325
SNOVA_V_S 329 404 329 329

5.2.2 Forgery attack with MinRank

Attack. In [9], Beullens proposed a forgery attack with MinRank to find a fake signature. This
attack attempts to forge a signature by solving for U such that the columns u; = R;zmuo +v;
where v; € ]Fé” and R; € F,[S] are randomly chosen for all j € {1,...,7—1}. Then, the quadratic
part of public map P*(U) is

Er - B(uo, u),

where Eg € IFZ”XZZml. The attack is divided into two steps:

- Find a set of Rq,...R,_1 so that the matrix Eg has rank drop. This involves a generalized
MinRank problem with [(r — 1) variables (the coefficients of Ry,...R,_1). We approximate
the distribution of R := rank(Eg) by that of a uniformly random matrix in IE‘;"ZXle, At
the end of this subsection, we provide experimental evidence to validate this approximation.
Under the approximation, for a uniformly random matrix in IFZ”QXZZ”U, the probability of
such a matrix has rank R with 1 < R < min(ma,?m;) is about

g+1 g Pm=R)(ma =),
q
Note that we are looking for a matrix with rank R in a family of ¢'("~1) matrices. Therefore,
if we model the matrix Egr in the family as independent random matrices, then heuristically
the expected number of matrices of rank R, is approximately
% =D=M —R)(ma—R) (5.1)



SNOVA 38

- Following the first step, an attacker aiming to forge a signature only needs to solve a smaller
MQ system, rather than tackling the full signature forgery problem directly. Then for an
attacker who wants to forge a fake signature, the remaining is to solving an MQ system of R
equations in In — (mg — R) variables. Therefore, the complexity of this step is estimated by

MQ(ZTL — (mQ - R)7 Ra Q)'

Complexity. The approximation allows us to obtain a value for the expected MinRank. If the
expected number of matrices of a given rank is substantially below one, then it will likely be
zero. Therefore, the MinRank of Eg in the first step is expected to be the smallest R for which
I(r—1) = (I?my — R)(mg — R) >0, i.e.,

Rumin = min{R : (I*m; — R)(my — R) <1(r —1)}. (5.2)

Note that a smaller R then makes the second step of the attack easier. Thus, in terms of R, we
estimate the complexity of this attack by

Compg,, = MQ(In — mo + Rumin, Rmin, ¢) - 9(q)-

gates.

Heuristic approximation of rank(Eg). The estimation of the attack so far assume that the Eg
is behaving as-if random. Here we present experimental evidence that this indeed is the case when
v = lr + 2r. To this end we studied SNOVA instances with slightly reduced parameters, such as
I = 3 instead of [ = 4, or ¢ = 7 instead of ¢ = 16. We present a representative selection of our of
results.

Since our proposal is based on the matrix equation formulation (1.3), for an attacker, the E;j
matrices are constructed by the coefficients of ABQ matrices. For j € {1,...,r — 1}, if we write
R; = 22;10 aj.;-S* then the entries of Er are quadratic polynomials of a; ,* with j € {1,...,r—1}
and k € {0,...,1 —1}. We have created a program that exhausts the distinct values of a; to
establish the actual rank distribution for a specific SNOVA instance. This software is available at
https://github.com/PQCLAB-SNOVA/SNOVA_Analysis.

To present our experiment results, we define the rank drop A of a matrix of size mo x [?m; with
rank R by
A = min(my, *m;) — R.

There are ¢~ ("1 different values of a; k. For the SNOVA parameter set (24,5,16,4,4,5,80) an
exhaustive search requires the determination of the rank of 2% matrices of dimension 80 x 80. We
do not have the computational resources to perform an exhaustive search for this parameter set.
Thus, as an illustration example, we considered the distribution of A for the SNOVA parameter
set (24,5,16,3,3,5,45) for a number of seeds, while varying v. The results of this experiment are
presented in Table 13. These results show that v =17 =9 is too low, and that the distribution
of A appears to have converged when v = 10 or 11.

Table 13. Distribution of the rank drop A for the | = 3 reduced parameter set (24, 5, 16, 3, 3, 5, 45).
We used 100 different seeds and varied v. The proposed SNOVA parameter sets use v = r- (1 +2),
which is 15 for this instance.

A vr=9 v=10 v=11 v=12 v=15
0 1,566,315,264 1,566,323,730 1,566,317,539 1,566,304,515 1,566,302,842
1 111,376,808 111,370,292 111,376,707 111,389,776 111,391,565
2 29,437 27,578 27,354 27,309 27,193
3 86
4 5

Fmg ><l2m1
q

4In the appendix of [17] we have presented an explicit expression for the matrix Eg € parameterized

by the variables a; .
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For a random matrix we can obtain expressions for the probability distribution of the rank drop.
Rewrite the equation (5.1) in terms of the rank drop A. We have

el r-n-@m-R)ma—R) _ 9L r - ad(ma—itma|+4)
q q

We denote the above number by

1
NH(A) _ Q'("]' . ql.(r—l)—A.(‘mg—Fm]|+A). (53)

Note that, as the sum over all Ny (A) must be ¢"("~1) | we also have

Nu(A=0)=¢""D -3 Ng(A). (5.4)
A>1

These expressions from random matrices can be compared to experimental result results. As an
illustration example, we considered the distribution of A for a number of SNOVA parameter sets
with ¢ = 7. This value of ¢ allows for an exhaustive analysis of the MinRank distribution. In
Table 14, we compare the random matrix approximation to the actual experimental data with
v =1-r+ 2r. From this, and similar experiments, we conclude that the behavior of Er agrees
with the heuristic of a random matrix when v is chosen appropriately. These results provide strong
evidence that our choice of v = r-(I+2) is sufficient to ensure that the distribution of the rank(Eg)
matches the random case.

Table 14. Distribution of the rank drop A for reduced SNOVA parameter sets compared to the
heuristic, equations (5.3) and (5.4). We set v = [ - r + 2r here.

(24,5,7,3,3,5,45) (24,5,7,3, 4,6, 60) (24,5,7, 4, 4,5, 80)
A experiment Ny (A)  experiment Ny (A) experiment Ny (A)
0 98,439 98,385 40,353,553 40,353,551 11,582,305,886 11,574,896,473
1 19,151 19,208 54 56 2,252,135,235  2,259,801,992
2 59 56 0 12x10°6 6,845,654 6,588,344
3 0 33x1073 426 392
4 0 4.8 x 1074

Our security estimates from the MinRank attack are based on the expressions for Ny (A) given
above. It is worth noting that our complexity estimate in (5.2) is a conservative one, as it is based
on the minimal rank R.;, for which the attack remains valid.

Forgery Attack with Stable Ideal. In [14], Cabarcas et al. proposed a forgery attack against
Round 1 SNOVA that combining the block diagonal structure in the MinRank step discovered by
Beullens [9] and the technique of the stable ideal. In their forgery attack, the authors construct a
system of equations and aim to solve it using their multi-homogeneous XL-like algorithm. However,
this multi-homogeneous XL-like algorithm cannot be directly applied to solve the constructed
system, since the system itself may not be multi-homogeneous. To overcome this problem, the
overall strategy is to first exploit the multi-homogeneous structure to perform the XL and to
define a degree D,,q via a generating function

[Ma—gm I (1 —ti)*™

l
i=1 1<i<j<l

H'(t1,...,t) = l
H (1 _ ti)lml—%—i-l
=1

The authors define D,,,q := 22:1 d; where d = (dy, .. .,d;) is the multi-degree such that H'[t] < 0.
In the most cases of the experiment, the authors observe that the solving degree is less or equal
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than D,,4. Therefore, the authors conclude that the rows and columns of the largest matrix in the
Grobner basis computation are bounded by

(Z2O —k +p+ Dmd)

oo (5.5)

where k and p which are the parameters of the algorithm. Based on these experimental results, the
author therefore use D,,q to estimate the complexity and obtain the following complexity estimate

120—k+p+ Dpa\”
( D (5.6)
m

where w is the linear algebra constant.

The strategy of the attack proposed by Cabarcas et al. [14] is based on the diagonal block structure
in the MinRank step of Round 1 SNOVA and the observation that the solving degree is less or equal
than D,,4. However, the block diagonal structure no longer exists in the case Round 3 SNOVA.
Moreover, the reformulations introduced in Round 3 SNOVA cause the rank found in the MinRank
step to be significantly higher than the rank that could previously be obtained. As also noted in
their paper, these changes make their attack strategy ineffective.

5.2.3 Collision Attack

To forge a fake signature, an attacker can also try to check M intended signatures U; where
j=1,...,M, and N hash values Hash(pkgq||mq|[salty) where k = 1,..., N, whether there exists
a collision P*(U;) = Hash(pkq|/mgq||salt;). And if it does, then the attacker has a valid fake sig-
nature. Thus, M signature computations and N hash value computations are involved. Therefore,
according to the estimation of [12], the cost of such a collision attack would be

M - (I?mq) - (2(logy q)* + 3 - logy q) + N - 2'7 (5.7)

gates in the sense that regarding SNOVA as a UOV scheme over F,. A collision is to be expected
when MN ~ ¢™2. In a straightforward optimization of equation 5.7, the optimal value occurs
when N = ¢™2/2 (note that at optimal values M > N). At security level III this optimal value of
N requires a storage capacity of the order of 2'°2 bits which is more than the number of atoms in
the Earth (= 2167). Limiting M to the number of atoms in the Earth gives a cost of

qm?

17
I 2 (5.8)

This is an unavoidable lower bound for the complexity of the collision attack when qu2 > 2167 ag
is the case for all parameters at security level III and security level V.

Memory-Time tradeoff. In the call for proposals [40], NIST has indicated that a metric to
consider is the cost of accessing extremely large amounts of memory. For the collision attack a
more basic aspect has to be taken into account: the cost of actually obtaining the amount of
storage needed by the attack. For the proposed SNOVA parameters, the lowest value of my is for
(27,5,16,4,4,5,80) where mglogy(q) = 320. In this case the optimal value for equation (5.7) is
attained when M ~ 2164 and N ~ 2!56, These are not the cost-optimal values however. Suppose
that the collision attack runs at 1 GHz and has a runtime of about a year. As there are about
3-10%6 cycles in a year, the cost of a N ~ 21°6 bits of storage has to be comparable to the cost of
2109 computational units for the given values of N and M to be cost-optimal. This is not realistic.
For our estimate of the collision attack we have assumed a runtime of a year and we have assumed
that the cost of a single bit of (persistent) storage is cheaper than a single logic gate by a factor of
10%. When this cost factor is taken into account, the cost estimate of the collision attack becomes

mo 1

g7 -2 (ms (2(logy q)* + 3 -logy q) - 2'7 - 2°%) 2 (5.9)
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ma
2

gates. Equation (5.9) can only apply when g2 < 2167 as explained above.

Therefore, we estimate the complexity by

a7 m2 167
.2 ifg= >2

_ 167 )
Comppy,incol = 2

m2

1 m
g2 -2 (mg-(2(logy q)* + 3logy q) - 217 - 23%) 2 if g7 <2107,

Taking into account the cost of memory makes the traditional collision attack less economical than
the memoryless collision attack described below. This conclusion is largely independent of the
specifics of the assumptions. Changing the runtime to a weekend and changing the relative cost of
a storage bit versus one unit of computation to a very unrealistic value of 10° does not affect the
outcome: The memoryless collision attack is more economical than a traditional collision attack.

For security level I we have presented the numbers taking into account the estimated cost of storage,
equation (5.9). At security level III and security level V we have used equation (5.8). Note that
all SNOVA schemes satisfy the required complexities even if the cost of obtaining and accessing
the memory is ignored as in equation (5.7).

Memoryless Collision Attack. The collision attack comes with a huge memory requirement.
Memoryless collision-finding algorithm are considered to be more realistic than a traditional col-
lision attack. As far as we know, for SNOVA the attack of Nikolic and Sasaki [37] is the most
efficient memoryless collision attack currently available. This algorithm operates by producing a
large number n,, of values v; by iterative application of a projected public map® and doing the same
for a large number n,, of iterations on the hash function, w; = Hash(w;_1). The iterations over v;
and w; will have a collision with high probability when n,n,, > ¢**. For a complete description,
we refer to [37].

Let Np denote the complexity of calculating the public map, and Ny = 2175 denote the complexity
of the hash (SHAKE256). For an arbitrary value to be evaluated, Np is slightly more than
2 l3

Np=mj-n 1-9(q).

The complexity of the algorithm of Nikolic and Sasaki [37] at time-optimal parameters is
Comppyc = q% -2 (Np - NH)% . (5.10)

gates. The algorithm of Nikolic and Sasaki [37] has a small overhead that amounts to an additional
factor between 1 and 2 in equation (5.10). We have ignored this overhead in our estimates. The

number of hashes to be stored is
HlaX(Np, NH)

min(Np, NH) ’
which we have also ignored as well as it is small. The Gray-code enumeration optimization [12]
underlying the cost estimate (5.9) is very efficient for related inputs. It is not an efficient algo-
rithm to produce the iterated values v;, a direct evaluation of the public map P*(v;_1) is faster.
Evaluating P*(v;—1) for arbitrary v;_; has a complexity of Np. The vinegar variables can be set
to some fixed value in the iteration. This reduces the complexity of the evaluation of P*(v;—_1) by
a factor n/o.

Therefore, we use the minimal value to estimate the complexity of the collision attack. i,e,
COInpCoI = Inirl(ConlpPlainCola COIanLC) (511)

gates.

5We can use v; = f (P*(v;—1)) for the iterated public map where f is some mapping from the codomain of P*
to its domain.
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Table 15. The complexity of the variants of the collision attack.

SL Name Comppyincol Compyyc Compc,
SNOVA_1I K 234 214 214
1 SNOVA_I B 234 214 214
SNOVA_TI_S 192 182 182
SNOVA_TII_K 362 279 279
111 SNOVA_TIII_B 330 263 263
SNOVA_III_S 330 263 263
SNOVA_V_K 490 344 344
A% SNOVA_V_B 450 323 323
SNOVA_V_S 450 323 323

5.3 Key Recovery Attacks

SNOVA over ground field F,. For key recovery attacks against SNOVA, the most important
task is to find the oil space T~1(0O). Here, the space O is defined by

O:{X:(xl""’xln)TEFfIn5l‘1:"'leUZO}.

First, we recall the observations discussed by Ikematsu et al. [27] and Li et al. [33]. Since the
components of the secret key T are in F,[S], the matrix T satisfying the following equation

T S®" =8®". T,

Then, we have
T 10) = T'8®"(0) = s®"T1(0).

Therefore, for each oil vector x € T~1(O), we have
S x, ..., (8. x e T7HO).
In particular, for any x € T=1(0), a,b € {0,...,1 — 1} and i € {1,...,m1}, we then have
x Piap-x=x"-(S¥"). P, (S®").x =0.

Therefore, the public key matrices P1,...,P,,, € Fé”xm of a (v,0,q,l,7,m1,mg) SNOVA scheme
can be regarded as the public key matrices of a (Iv, lo, q,1?m;) UOV scheme.

SNOVA over the extension field F ;. We first review the technique of lifting the SNOVA
scheme to the extension field F; introduced in [14, 24].

Let 7 : Fu — F, denote the Frobenius map defined by z +— z9. By abuse of notation, we also use 7
to represent its entry-wise extension to vectors and matrices. Let A € Fi be an eigenvalue of S and
¢ € ., be the eigenvector of S corresponding to eigenvalue . Let L = [§ 7(§) -~ 7'7'(§)] € IFflel.
It can be checked that 7¢(€) is the eigenvector corresponding to 7¢(\) and L is invertible due to
the fact that the characteristic polynomial of S is irreducible. Then, we have

A A
A T(A)
L™'.S. L= . = , : (5.12)
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Let II be the commutation matrix corresponding to index (n,l), i.e.,

By Eey -+ Ep
Eiy Eyp -+ Ep

n-| . (5.13)
Ey By -+ Ey

where E;; is the matrix of size [ x n whose (4, j)-entry is one and other entries are zero. Given
the public key Py,..., Py, € IFfZ”Xl”, the Theorem 5.1 below demonstrates how to lift the SNOVA
scheme to the extension field IFf].

Theorem 5.1 ([24, Theorem 1]). Let T =TI - (L®)~!.T.L®" .II. Fork € {1,...,my}, let
Fr=IT-(L®")T .F-L®" . and P, = LT - (L®") T . P}, - L. I1. For eachi,j € {1,...,1}, we
define Fkﬁ(m—) € IE‘Z,,X” and Pk’(w-) € IE‘ZZX” by the (i,7)-th submatrices of Fy and Py, respectively.
Then, we have

(i) For all k,i,j, the lower right o-by-o submatriz of Fk7(i7j) is the zero matriz, i.e., F’h(i’j) s a
UOV-type matriz, and we have

T(Fr i) = Fr((i41) mod 1, (j4+1) mod 1)- (5.14)
More precisely, we have
i) Fiaz o Foap
B T(Fk:',(l,l)) T(Fki(l,l)) T(Fk,('l,lfl)) , (5.15)
TN Fra2) T (Feasy) o T (Fran)
(ii) For the matriz T =TIT - (L®™)~1. T - L®" . II, we have
T )
T = ) . , (5.16)
. (T
where T} € IFZ,X" is of the form
[Ivoxv ’}X} . (5.17)
(iii) For all k1,7, we have
T(pk,(i,j)) = Pk,((i-H) mod [, (j+1) mod 1)s (5.18)
Prigy = (0N D))" - By -7 H(T). (5.19)

The oil space over the extension field F: is the subspace T} *(O) of F? where O C F7; is defined
by

O:{X:(l‘l,...,xn)TEFZ’l Zl']_:...:l‘v:o}.

Note that the equation

Pk,(i,j) = (Tifl(Tl))T ‘ Fk,(i,j) TN (5.20)

implies that
. _ -1 = - =1 _
(T T@)T) Poggy - (PTHTY)) T = o) (5.21)

Since the lower right o x o submatrix of Fk,(i,j) is the zero matrix, we have

XiT . pk,(i,j) "X, = 0, ke [ml], i,j € m (5.22)

for any x; € 7~ (T, '0) and x; € 71~ 1(T} ' 0). It is worth noting that an attacker can recover
the original oil space T~1(O) from the above space T, (O).
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Remark 5.2. A second lifting approach is discussed in [33, 36], where SNOVA is simply regarded as
a (v,0,q",m1)-UOV over the extension field F,. The corresponding key-recovery attacks are less
effective than those based on the lifting approach of [14, 24], as they do not exploit the underlying
multi-homogeneous structure of the system.

5.3.1 KS Attack

Plain KS attack. The oil space corresponding to the public key matrices Py,...,Py,, € IFfI"Xl"
is of dimension lo. The KS attack first seeks two invertible linear combinations of Py, ..., Py,
say L; and L;. Then, the oil space T~!(O) can be recovered by computing the invariant subspace
of Lj_lLi. Therefore, a lower bound to the complexity can be estimated as

lv—lo

Comppyainks = ¢ -9(q) (5.23)

gates.

Lifting KS attack. Since the oil space T} *(O) C FZL over the extension field F, has dimension
0, a lower bound to the complexity can be estimated as

Compygeingrs = ()"~ - 9(d") (5.24)
gates.

By comparing the equation (5.23) and the equation (5.24), we use the minimal value to estimate
the complexity of KS attack. i,e,

Compygs = min(Comppy,inks; CompLiftingKS) = Comppy,inks (5.25)

gates.

Table 16. The complexity of the variants of the KS attack.

SL Name Comppyainks Compy jftingks Compys
SNOVA_1 K 421 425 421
1 SNOVA_I_B 373 377 373
SNOVA_1 S 357 361 357
SNOVA_TIII_K 549 553 549
111 SNOVA_1III_B 533 537 533
SNOVA_IIL_S 517 521 517
SNOVA_V_K 725 729 725
\% SNOVA_V_B 705 709 705
SNOVA_V_S 685 689 685

5.3.2 Reconciliation Attack

Plain reconciliation attack. In [27] and [33], Ikematsu et al. and Li et al. respectively propose
variants of the reconciliation attack. For ¢ € {1,...,m1} and a,b € {0,...,1 — 1}, we define
P;ap = (S%)®"P;(S*)®". The reconciliation attack on SNOVA over the ground field F,, is carried
out by finding a vector x € T~(0) via the system

x Piap-x=x"-(S¥")*. P, (S¥")’.x=0. (5.26)

Since Pq,...,P,,, are not symmetric, the system (5.26) yields a MQ system consisting of 1?m;
equations in In — (lo — 1) = lv + 1 variables. Hence the complexity of reconciliation attack is
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estimated by
Compppingec = ming* - MQ(lv +1 — k. *m1, q) - 9(g) (5:27)

gates where max{0,lv+1—12-my} <k < lv.

Lifting reconciliation attack. In [14], the Cabarcas et al. proposed a variant of lifting
reconciliation attack against SNOVA. The attack presented in this subsection is a reformulation
of the reconciliation attack in [14]. The lifting reconciliation attack is carried out by solving the
following system

x;" Py %X =0, kemil, i,jell (5.28)

where x; € 7~1(Ty'0) and x; € 79-1(Ty 'O). The system (5.28) has N = lv variables in total.
For each ¢ = j € [I], there are m; independent homogeneous quadratic equations. For each 1 <i <
J <, there are 2m; homogeneous bilinear equations. Hence, we have M = I(m1)+ (é) 2my = ’my
equations in total.

When lv > [?mq, one can first assign N — M = [v — {>m; random values in the base field F, (as
mentioned in [14]) and then try to solve the system over the extension field F; and seek for a
solution that corresponds to a solution in the base field F,. After randomly assigning variables,
the resulting system has [?m, variables and I2m; equations in total. Consequently, the attack can
be summarized in the following steps:

- First, consider the system (5.28). Randomly assign N — M = lv — [>m; values in the base
field F, to the system (5.28). Then, this results in a system of [?m; variables and equations
in total. The resulting system has [ sets of variables and each set has Im; variables.

- Randomly guess 0 < k < Im; entries in the extension field Fy;. This will contribute a factor
(¢")* in the complexity estimation.

- Solve the system over extension field and try to find a desired solution. If this succeeds, the
procedure terminates. 2Otherwise, the attacker returns to the first step. This will contribute
a factor ¢V=M = ¢!*=I"™1 in the complexity estimation.

Therefore, the complexity is given as

L) ) )

. v—1%m
Compy ifingRec = kén[zlnill] gl (g3 (lmy — k)2 H

(lm1 —k+d;

i=1
gates. The solving degree d = (dy, . ..,d;) is the multi-degree so that the coefficient of Hl t% in

i=1Y
the following series
1 a-u-[Ja-gm
1<i<j<l i€l

H (1 _ ti)lml—k"l‘l

i€l]

(5.30)

is non-positive.

We can only consider multi-degree d with dq > dg > -+ - > d; due to the symmetry in the generating
function. Thus, we use the minimal value to estimate the complexity of reconciliation attack. i,e,

CompRec = min(compPIaInReca COraniftingRec) (531)

gates.

Remark 5.3. Note that the reconciliation attack proposed by Nakamura et al. [36] is corresponding
to the case of I = 1. In general, the lifting attacks proposed by Nakamura et al. [36] is not expected
to be more effective than the lifting attacks proposed by Furue et al. [24], since it does not utilize
the multi-homogeneous structure.
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Table 17. The complexity of the variants of the reconciliation attack.
SL Name ConflpPIainRec CornpLiftingRec CompRec
SNOVA_ I K 347 332 332
I SNOVA_ I B 315 300 300
SNOVA I S 315 300 300
SNOVA_1III K 432 414 414
111 SNOVA_1III B 432 414 414
SNOVA_TIII S 432 414 414
SNOVA_V_K 552 528 528
\% SNOVA_V_B 552 528 528
SNOVA_V_S 552 528 528
5.3.3 Intersection Attack
Plain intersection attack. The intersection attack aims to find a vector
y €Li(T7'0) N Ly(T710),
where L1, Ly € Ffl’”l” are two invertible linear combinations of the matrices Py,...,P,,,. On the

other hand, besides treating Li; and Ly as linear combinations of the matrices P;, we can further

regard them as linear combinations of the matrices P; ., = (S®")? - P; - (S¥")°.

This affects

the system of equations relevant to the intersection attack and results in a different number of
equations. In our security analysis of the intersection attack, we take both cases into account.

The attack is carried by considering the following system

) s,
-1 . (S®nYa | P. .
EilliiT . E:Q@n;a . iz .
2,1 T n\a !
(Ly'y) - (8®m)*-P;-

S®nb_
b.

b,

If Ly, Lo are the linear combination of P;, we can write

mi
L1 = Z (673 P,L
i=1

Ly = Zﬁi P
i=1

Then, we have

ZB@ . (Ll—ly)T . (S®n)a . Pz . (L2—1y)
i=1

_ (Lf1y>T ) (S®n)a Ly - (L;ly)
_ (Ll—ly)T ) (S®n)a Ly - (Lfly)

=Y i (Li'y) - (8% Py - (L1y)
i=1

(s®mP - (Li'y)
(s®m)P- (Ly'y)
(82" (Li'y) =0
(s®m)b- (Ly'y)

(5.32)
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and
miy
> o (Ly'y) - (8% . P; - (L1y)
i=1
= (Ly'y) - (8% Ly - (L)
= (Ly'y) (8" Lo+ (L3y)
my
=3 B (Lyly) (87 Py (L)
i=1
Hence there are also 2! redundant equations in the system (5.32).

If Ly, Ly are the linear combination of (S®7) - P; - (S®")b then we write

L, = Z a?b . (S@m)a ‘P, (S®n)b

i,a,b

DB (8 Py - (8F7) .

i,a,b

L,

Then, we have
3o (Lity) - (8F) Py (89 - (Lyly)
i,a,b
=(Lily) Ly (Lyly)
=(Lily) " Lo (L)
=3 (Lyly) (8T Py (527 - (L)
i,a,b

and
Z afb . (L;ly)—r ) (S®n)a P (S®n)b . (Ll—ly)
i,a,b
=(Ly'y) " Ly (L)
=(Ly'y) " Ly (Lyly)
=3 B (Lyly) (8PP (89 (Lyly)

i,a,b
Hence there are only 2 redundant equations in the system (5.32). It’s same for the linear combi-
nations of (S®")eP;(S®")b + (S®n)PP [ (S®n)a,

In concoulsion, if L; and Ly are taken as linear combinations of the matrices P;, then the system
of equations (5.32) contains 2! redundant equations. Consequently, this results in a system with
41%m, — 21 equations in In variables. On the other hand, if L; and Ly are considered as linear
combinations of the matrices P; 45, then the system (5.32) contains only 2 redundant equations.
In our complexity estimation, we consider both scenarios. Note that throughout our analysis we
always assume v > 20. Let

Comppyaininta = mkin gV et gh MQ(In — by + 1,41%my — 21, q) - 9(q)
1

COI’inlainlntb = H]iln qlv*2lo+1 ' qu ' MQ(ln - k2 + 1a 4127’)’11 - 27 Q) ' g(Q)
2

where

max{0,In — (41*m; —2)} <k <lIn—1
max{0,in — (41°m; —2)} < ky <iIn — 1.

Then, we estimate the complexity of intersection attack as

COIinIainlnt = mln(compplainlnta7 COInpPIainIntb)
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gates.

Lifting intersection attack. In [24], Furue et al. proposed a lifting intersection attack against
SNOVA. Let Wy and W3 be two invertible linear combinations of Py (11),... P, (1,1)- The lifting
intersection attack is carried out by solving the following system

1 T 5

(W) ™hex) Poggy - ((F7TW)71xg) =0,

(W)™ %) ' Py - (P71 W) xy) = 0, (5.33)
(P o)™ i) Py (P W) T exg) =0, |
(7 W2) ™ xi) - Py - (P71 W) xy) = 0,

where k € [m1], 1 <I' <land,j€[l].

For each i = j € [I], there are 4m; — 2 independent homogeneous quadratic equations. For each
1 <i<j<Ul, there are 4 - 2m; = 8m; homogeneous bilinear equations. Hence, I'(4m; — 2) +
(12)8m1 = 4mq1l'* — 2I' equations in total. The complexity is given as

U 2
_ . INv—20+1 n+1 n+d171 l
Compungne = i o8 ("I () e e
where d1, ..., d; denote the solving degree for the I’ sets of variables x1, ..., x;. The solving degree
is chosen such that the coefficient of Hézl tf" in the following series
[T @t []a—eym->
1<i<j<l/ iell’] (5.35)
[Ta-e)"
S|

We can only consider multi-degree d = (dy,...,dy) with d; > dy > -+ > dy due to the symmetry
in the generating function and we only consider I so that nl’ < 4my1’* — 2.

Thus, we use the minimal value to estimate the complexity of intersection attack. i.e.,
Cornplnt = Inin(COIinlainlnt? Con'lpLiftingInt> (536)

gates.

Table 18. The complexity of the variants of the intersection attack.

SL Name COHlpPIainInt COInpLiftingInt COInplnt
SNOVA_I K 510 507 507
I SNOVA_I B 445 436 436
SNOVA_1_S 414 411 411
SNOVA_TII_K 647 643 643
111 SNOVA_TIII_B 623 615 615
SNOVA_III_S 600 589 589
SNOVA_V_K 842 836 836
A% SNOVA_V_B 811 802 802
SNOVA_V_S 779 769 769

Remark 5.4. Note that the intersection attack proposed by Nakamura et al. [36] is corresponding
to the case of I’ = 1. In general, the lifting attacks proposed by Nakamura et al. [36] is not
expected to be more effective than the lifting attacks proposed by Furue et al. [24], since it does
not utilize the multi-homogeneous structure.
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5.3.4 Rectangular MinRank Attack

In [24], Furue et al. proposed a rectangular MinRank attack over extension field F, against
SNOVA. If there exists an I’ € [I] such that v < 2m;1’, then an attacker can perform the rectangular
MinRank attack on SNOVA over the extension field by solving the following systems for variables
X1,...,xXp € F7,:

q

rank (Ll/(xl, . ,Xl/)) <w

.
X; + Pryig) % =0

where k € [my], 4,7 € [I'] and Ly (x1,...,%xp) € IFZ,XQI/ml is a matrix constructed from the matrices

Pk’(m-) via matrix deformation technique, for more details, we refer to [24]. The complexity of the
attack is given by

’

2% = v +d;\?
Co . = in 3-(v+1)2. . v . !
TN PRecMinRank 1I§nll/1%l (U ) (’U) 1:[ ( dz g(q )
v<n'<n =1

gates where d = (dy,...,dy) denote the solving degree for the I’ set of variables x1,...,x; and
v < n' < n. The multi-degree d = (dy,...,dy) is chosen by the condition that the coefficient of

Hﬁ/:l t% in G(t) is non-positive. Where,
Gt)=a'tt)- [[ @—ntyp>- [[a—-e)m
1<i<j<t il
and the each coefficient of Hl/ t% in G/(t) is given as

BRIEY

i€l’]
2m1—|—bi—1 ’fL/ 'U-f-di—bi
(e ) () )
bEAg i€ll’] bi v+ [b| i€ll’] di = bi

and the set Aq is defined by
Aq = {b:(bl,...,bl/) e 7%, ’ 0<b<d; (ie[l), [b|> 1},
under the condition of 0 < |d| < v+ 1.

Note that, in [24], the authors state that the complexity estimated by the above can be regarded
as the lower bound for the concrete complexity. Therefore, from the scheme designing perspective,
the complexity estimations in this subsection are conservative, the actual complexity of the attack
is expected to be higher than the estimates.

Remark 5.5. The complexity of the rectangular MinRank attack proposed by Suzuki et al. in [51]
is expected to be higher than the complexity in this subsection since the attack itself does not
utilize the multi-homogeneous structure.

5.3.5 Wedge Attack

The wedge attack proposed by Lars Ran [45] offered the cryptographic community a new per-
spective on the security of the UOV family, inspiring researchers to revisit the UOV variants and
leading to additional analysis on SNOVA [52, 13].

Even characteristic. The wedge map of SNOVA is defined as

l lv+2 1*my ~(a
M /\UIFfI" — (/\1 ]Ffln) , W (w/\Qg ’b)) ie{1,ma} -

a,be{0,...,1—-1}
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Here, the @Ea’b) € /\2 Ffln is the exterior 2-form corresponding to the bilinear form

Q" xy) =x" (Pras+ (Pias)7) -y

where i € {1,...,m1} and a,b € {0,...,1 — 1}. Recently, similar results were independently
obtained by Tseng et al. [52] and Bros et al. [13] in their recent works. These two works indicate
how to accurately estimate the behavior of the wedge map in the wedge attack on SNOVA, in
particular how to reliably estimate the dimension of its kernel dim(ker M) [52] or its rank rank(M)
[13].

More specifically, the experiments on small parameter sets of Tseng et al [52] have shown that the
Hilbert series

l
(L+¢)"
i=1

1
[Ta+e)m [T 1 +tit;)2m™
i=1 1<i<j<l

can accurately predict the dimension of the kernel of the wedge map dim(ker M). For more details,
we refer to [52].

On the other hand, in [13], the authors proposed the unbalanced project-down technique. It is
possible to use the framework of the generating function introduced in [52] to describe how to
accurately estimate the dimension of the kernel of the wedge map of SNOVA with unbalanced
project down. Utilizing the framework of [52], the dimension of the kernel of the wedge map can
be estimated by the generating function:

ﬁ (1 + tl)m

. )
[TA+e)m I1 (L+tt;)>m
i=1 1<i<;j<l

where n; = v + 0; and [max(;-, 1721:)1 +1)] <o} <--- <0 <o. Therefore, the complexity of the
wedge attack is given by

where A = {0’ = (0,...,0]) € leo| max(-2, 2% 4 1)] <o} <--- <o, <o, H[t°] <1}.

ma ) lm1

Odd characteristic. In the case that F, is of odd characteristic. The wedge map of SNOVA is
defined as

w . wt2 m, ~(ab
M: /\ Ffl — (/\ ]Fé ) , W (w A QE(L )) ibe{{lé...,Tl]i}.
a,0€40,...,0—

Here, the @Ea’b) € /\2 Ffzn is the exterior 2-form corresponding to the bilinear form
b
Q" (x,y) =x" (Pias— (Pian)T) -y

where i € {1,...,m1} and a,b € {0,...,] — 1}. In our private communication with Lars Ran [46],
we arrived at the following Hilbert series

Based on our experimental results on small parameter sets, we found that the Hilbert series es-
timates the value of dimker(M) well and conservatively. Together with the unbalanced project
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down technique, the dimension of the kernel of the wedge map can be estimated by the generating

function:
!

H(t) = [ +t)m [ @—tity)m™.

i=1 1<i4,5<i

where n; = v + 0 and [max(;-, 2% 4 1)] < 0y < --- < 0} < 0. Therefore, the complexity of the
wedge attack is given by

o 2 v+ 0 !
CompWedge*cI)I,lelgig'(v‘Fl) H< ’ >g(q)

o
=1 g

where A = {0’ = (0},...,0]) € ZL,| [max(:2, 2= +1)] <0} < -+ < o] <o, H[t*'] < 1}. Note

my? Imq
that the even-characteristic and odd-characteristic cases differ only in their generating functions.
Remark 5.6. In [18], Ding et al. proposed a reformulation of the wedge attack within a cleaner
algebraic-geometric framework and applied the resulting multi-homogeneous wedge attack to the
security analysis of SNOVA. Their security analysis of the wedge attack of even characteristic case
is consistent with the wedge attack discussed in this section.

Remark 5.7. In [28], Tkematsu and Furue proposed a new method for recovering the oil vector of
UOQOV variants in the context of the wedge attack when v > 2m. Their method is also applicable
to lifted SNOVA. However, due to the constraints of their approach, its range of applicability to
SNOVA is substantially narrower than that of the wedge attack discussed in this section. We
confirm that none of our Round 3 recommended or alternative parameter sets fall within the
applicable range of their method.

5.3.6 Key Recovery Attack Using p’-truncated Polynomial Rings

In [22], Furue et al. introduced a variant of the XL algorithm over finite fields F, with ¢ = p®.

(4 2
Their approach leverages the p‘~truncated polynomial ring R = Fylz1,...,xn]/{) ... 2k ) for
1 </ < e, enabling the construction of smaller Macaulay matrices in key-recovery attacks against
UOV variants, such as, the reconciliation attack and the intersection attack. Consequently, the

overall complexity of these attacks can be reduced.

We now summarize the complexity analysis of the algorithm. Let R := F[x] be the polynomial ring

in N variables x = (x1,...,zy) " over F,, where ¢ = p© and p is a prime. Let f1(x),..., fu(x) € R
be M homogeneous quadratic polynomials. Assume that the solution set of the system
fix)=-=fux)=0

contains a vector space A C Fév over F, of dimension «;, i.e., dim A = a. We denote the number
of monomials of degree d in the p’~-truncated polynomial ring in N variables by T'(N, p%, d) where

min{N,I_d/pzj} .y
N\ [(d—ip"+ N -1
rvpta= Y ()R
i=0

We estimate the complexity of the attack based on the Conjuncture 1 in [22]: With very high
probability, the quadratic polynomials fi, ..., fas are semi-regular on the p’~truncated polynomial

ring R® Then, the Hilbert series of Fy [X]/(gclfe7 e 331]’5, fi,..., fa) is given by

(L+t+-+t?' )N

HN,M(t) = (1 +t2 4. 4 tQ(Plfl))M.

Therefore, the solving degree D with 2 < D < a(p® — 1) of the algorithm can be estimated by the
minimum integer d satisfying
Hy m[t?) < T, pt, d).
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As a result, the number of operations required for the algorithm is estimated by

3. (N; 1) (T(N,pf,D) ~T(a,p', D) + 1)2.

For more details of the algorithm, we refer to [22]. In the rest of this subsection, we describe the
analysis of SNOVA against the key recovery attacks using p’~-truncated polynomial rings.

p~-truncated reconciliation attack. The p’-truncated reconciliation attack over the base field
F, solves the system

x' Piap-x=x-(S%")". P, (S¥")’.x=0

with In = [(v + o) variables and [?m; equations, where the dimension of the solution space is lo.
According to the analysis of [22], the algorithm chooses two parameters ¢ and k with 1 < ¢ <e
and 0 < k < lo. Here, we have ¢ = p® and p is a prime. We take the solving degree D as the
minimum integer 2 < d < (lo — k)(p® — 1) satisfying

Hy [t < T(lo— k,p*,d)

with N = In — k and M = [?m;. Then, we estimate the complexity of p’~truncated reconciliation
attack by

In—k+1

2
) )(T(zn—k,p‘,D)—T(zo—k,pf,D)H) .

CornpTrunRec =3 <

pl-truncated intersection attack. The p’-truncated intersection attack over the base field F,
solves the system

(Li'y) - (8®m)e . P, - (S8 - (L'y) =0
(Li'y) - (8%m)e . Py (S¥m)! - (Lyly) =0
(Lyly) - (897)e - P, (89")0 - (Li'y) =0
(Ly'y) - (SEm)e - P, - (S8 - (Lyy) =0

with In = (v + 0) variables and 41?m; — 2l equations, where the dimension of the solution space
is 1 (since our parameter sets satisfy the relation v > 20). Then, we estimate the solving degree D
as the minimum integer 2 < d < p® — 1 satisfying

Hy,um[t"] < T(1,p",d) = 1,
with N = In, M = 41?m; — 2] and the complexity is estimated as

In+1

COInpTrunInt =3- qv72o+1 ! ( 9

> : T(lnape7D)2'

p’-truncated attacks with lifted SNOVA. In [22], the authors pointed out that if D < (N —
2M)(p*—1) then the above estimation is not expected to be accurate. It is because of the occurrence
of the unexpected elements. This case is corresponding to the key recovery attacks against lifted
SNOVA. A similar discussion can be found in the wedge attack [47]. Our complexity estimations
have taken this into account. Therefore, we only provide the estimation of the p’-truncated key
recovery attacks over base field F;. On the other hand, as noted by the authors in [22], the
key recovery attacks using p’-truncated polynomial ring are generally more efficient over smaller
truncated polynomial rings, in particular, the case of £ = 1. For the p‘-truncated reconciliation
attack against lifted SNOVA, the most efficient case, £ = 1, is almost equivalent to the wedge attack
with unbalanced project down technique over extension field Fy. This case is already considered
in Section 5.3.5.

In [18], Ding et al. demonstrated how to execute the p’-truncated key-recovery attacks over the
extension field FF . against lifted SNOVA. Due to computational resource limitations, performing
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an exhaustive search to obtain complete complexity estimates for the proposed attack is currently
impractical. Based on our previous analysis, we believe that the ¢ = 1 case is likely to represent
the most efficient variant of the attack. We have evaluated this case for all of our recommended
parameter sets and found no feasible solving degree that would enable a successful attack. For
the cases with ¢ > 1, compared to the p’-truncated attacks over the base field F,, we expect
the resulting reduction in attack complexity to be minor. Given the substantial security margin
of our recommended parameter sets against known key-recovery attacks and the relatively small
number of oil variables they employ, we expect these parameter sets to remain secure against the
p’~truncated attacks with £ > 1.

5.4 Side-Channel Attacks

The optimized implementation of SNOVA is constant time. Valgrind reports secret-dependent
behavior when generating the KAT files, but all of these messages are due to rejection sampling.
Recently, a number of papers have appeared that study additional possibilities for side-channel
attacks on SNOVA [4, 6, 38, 53]. Masking of the Gaussian elimination step of the sign function is
discussed in [38] for multiple NIST Round 2 candidates. Hardware related attacks specifically for
SNOVA are studied in [6] and for more UOV signature schemes in [4]. At this moment, we have not
implemented measures specific to hardware attacks. The specification and the implementation of
SNOVA will be updated whenever a proposed countermeasure is considered to be either necessary
or cost-effective in terms of impact on the performance.

In [49] an attack is considered where the attacker has gained partial knowledge of the secret key
through some side-channel attacks such as cold-boot attacks. To the best of our knowledge, this
side-channel attack is not the most effective attack on SNOVA.
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6 Advantages and Limitations (2.B.6)

6.1 Advantages

The main advantages of SNOVA are summarized as follows:

- Compact public keys and signatures: As a MQ-based signature scheme, SNOVA retains
the characteristically short signatures of multivariate constructions while substantially mit-
igating the large-public-key problem encountered in traditional MQ schemes. Cloudflare’s
study [59, 58] of post-quantum authentication in TLS suggests that timely deployment would
be facilitated if six signatures and two public keys could collectively fit within approximately
9 KB, corresponding to the practical size criterion

6 - |sig| + 2 - |pk| < 9KB.

According to the SNOVA Round 3 specification, all recommended parameter sets, including
those targeting NIST security level V, satisfy this criterion. SNOVA is therefore a promising
candidate for general-purpose applications, including bandwidth-sensitive protocols such as
TLS.

- Modest computational requirements and fast verification: Signing and verification
are implemented using relatively simple matrix and finite-field operations. These operations
can be efficiently accelerated on modern processors using instruction sets such as AVX2
and GFNI. At the same time, the absence of computationally expensive integer, lattice, or
transcendental arithmetic makes SNOVA suitable for implementation on mobile and other
resource-constrained platforms.

- Small stored secret key: The secret key can be compactly represented using cryptographic
seeds. In the Round 3 implementation, the stored secret key consists of a public-key seed,
a secret-key seed, and a hash of the public key. Its total size is exactly 96 bytes for every
proposed parameter set.

- High parameter flexibility and a wide security margin: The Round 3 SNOVA sup-
ports rectangular signatures and extends the specification to base fields of odd characteristic.
The resulting framework is described by seven parameters,

(’U,O, Q>Z7T7ml7m2)'

In particular, the auxiliary structural parameter » and the number msy of public equations
can be selected independently. This structural decoupling provides considerable flexibility
for balancing public-key size, signature size, computational performance, and resistance to
known attacks. It also enables the selection of conservative parameter sets with security
margins substantially exceeding the minimum requirements of their target NIST security
levels.

- Simple and transparent arithmetic structure: Although SNOVA is conceptually con-
structed using noncommutative matrix rings, its concrete operations consist primarily of
standard finite-field linear algebra. Its architecture may be viewed as a UOV-type construc-
tion augmented by carefully designed noncommutative matrix structure. Consequently, the
scheme remains conceptually accessible and amenable to detailed algebraic and implementation-
level analysis.

6.2 Limitations

The principal limitations of SNOVA are as follows:
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- Absence of a reductionist security proof: As with most practical MQ-based signature
schemes, the security of SNOVA is currently supported by cryptanalytic evidence rather
than by a formal reduction to a standard, independently established hard problem. When
the matrix-ring dimension is set to [ = 1, the SNOVA construction reduces structurally
to a standard UOV scheme. This provides a familiar and extensively studied baseline for
understanding the construction. Nevertheless, this structural relationship does not by itself
constitute a security proof for the noncommutative cases [ > 1, which must be evaluated
against both generic MQ attacks and SNOVA-specific structural attacks.

- Parameter-dependent performance trade-offs: SNOVA necessarily involves trade-offs
among public-key size, signature size, signing speed, and verification speed. For example,
increasing the matrix-ring dimension [ can substantially reduce the public-key size, but gener-
ally increases the signature size and introduces additional matrix arithmetic. It may therefore
result in a moderate reduction in signing and verification performance. Parameter selection
must consequently be adapted to the intended deployment environment rather than opti-
mized according to a single metric.

- Further cryptanalysis required for symmetric public matrices: The extension to
fields of odd characteristic creates the possibility of representing certain public-key coeffi-
cient matrices symmetrically, potentially yielding additional public-key compression. How-
ever, imposing symmetry changes the algebraic distribution and structural properties of the
public key and may invalidate assumptions used in the existing security analysis. Parame-
ter sets employing symmetric public matrices are therefore not currently recommended for
standardization and should remain experimental until they have undergone sufficiently broad
and mature cryptanalysis. We leave this as our future work.

- Potential for new structural attacks: SNOVA is a relatively new signature scheme. Al-
though it has already received considerable research attention, new attacks may still emerge.
In particular, because SNOVA exploits additional algebraic structure to reduce public-key
and signature sizes, this structure may provide avenues for previously unknown attacks. The
Round 3 parameter sets were therefore selected conservatively, with substantial security mar-
gins to mitigate the impact of potential improvements in existing attacks or the discovery of
new structural attacks.
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